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Burning Questions: Virtualization 
By Jon Brodkin•Network World 

Virtualizing x86 infrastructure isn’t just a one-step process 

– as servers change, the whole data center must change 

as well. While server hypervisors such as VMware’s ESX, Mi-

crosoft’s Hyper-V and Xen can make IT more efficient and 

cost-effective, many of the virtualization advantages can be 

canceled out when data centers rely on technology and pro-

cesses that haven’t been updated for the virtualization age. 

Here we’ll look at three of the “burning questions” related 

to server virtualization, namely the impact on storage systems, 

the risk of virtual machine (VM) sprawl and security risks.   

Burning question: How can IT shops 
reduce server virtualization’s impact on 
storage?

Virtualizing servers without adapting physical storage sys-

tems to the unique needs of VMs is a kiss of death for any 

virtualization project. In addition to consolidating five or 

10 applications onto a single server, virtualization tools 

from the likes of VMware do “magical things” such as in-

stantly move workloads from one running server to an-

other, and replicate VMs for disaster-recovery purposes, 

notes analyst Arun Taneja of the Taneja Group. 

All of this requires a larger storage buffer for “resume 

and suspend space,” even if that extra space remains un-

used the majority of the time. In the past VMware has 

simply recommended that customers double storage ca-

pacity or at least significantly increase it, Taneja says. If a 

customer’s storage utilization was at 40%, a typical rate, 

then in the virtualization world that could drop to 20% 

and storage efficiency has been chopped in half. 

The key to solving this problem is to use thin provision-

ing, a feature enabled by storage virtualization. Physical 

storage typically allocates one storage volume to one ap-

plication only, and if that application doesn’t use all the 

storage then it will simply be unused. Thin provisioning, 

on the other hand, pre-allocates a larger amount of stor-

age to applications than is actually available to them, al-

lowing applications to share a pool of storage and use 

only what they need, when they need it. 

With such technology, available in newer versions of 

VMware’s virtualization software and from storage vendors 

such as HP 3Par, NetApp and Dell Compellent, customers 

can increase data utilization to 80% and be even more 

efficient than they were prior to virtualizing, Taneja says. 

While thin provisioning solves the utilization problem, 

it does not address the dreaded “I/O blender effect.” As 

In-depth

How storage, VM sprawl and security concerns  
impact the virtual data center
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VMs are added to a physical server, the server and con-

nected systems have to handle more I/O patterns. The 

order of the input/output operations is randomized, po-

tentially harming the performance of each application. 

One key to solving this problem, Taneja says, is “wide 

striping” technology, which distributes the I/O load across 

many disks, rather than just one or a few. Wide striping 

can help eliminate storage bottlenecks caused by mul-

tiple VMs residing on the same physical server, and thus 

allow higher VM densities. 

Taneja says the storage industry was “like a deer 

in front of headlights” when the data access problems 

caused by virtualization emerged. But much progress has 

been made in the past 12 months, he adds. While the 

likes of 3Par and Compellent were on the cutting edge, 

established vendors such as EMC and Hitachi Data Sys-

tems are now following suit and incorporating at least par-

tial storage virtualization into their existing product lines 

through firmware upgrades, Taneja says. 

At Brandeis University in Massachusetts, which has 

virtualized nearly all of its workloads with VMware and 

Xen, director of networks and systems John Turner says he 

went with a Compellent storage system largely because 

of its thin provisioning and snapshot technology, which 

greatly reduces the amount of data needed to store vir-

tual machine disk files. 

“Storage is a huge burden on virtualization,” Turner says.

Burning question: How can 
VM sprawl be prevented? 
VM sprawl is just what it sounds like: too many VMs sprawled 

across a virtual infrastructure, taking up processing power 

and storage space even if they are rarely used. Since spinning 

up a new VM can be done in a matter of minutes, users come 

to expect a new machine, on-demand, whenever they want it. 

And that’s not necessarily a bad thing. IT exists to pro-

vide services to business users, and user requests are, 

more often than not, reasonable. 

“Everybody makes reasonable requests,” Turner says. 

The challenge for IT is, “how do you take what are reason-

able requests for resources and try to align those into the 

bigger picture?” 

The problem that presents is not just related to usage of 

storage and network resources; each VM adds to the time 

limited IT staff must devote to managing virtual infrastruc-

ture, Turner notes. 

Sabre Holdings, a VMware customer in the online travel 

business located in Southlake, Texas, has about 2,000 

VMs in its test and development lab and another 100 VMs 

in production. It’s definitely a case of sprawl in the devel-

opment lab, says Glenn Harper, Sabre’s chief infrastruc-

ture architect. The focus for Harper and his IT colleagues 

has mainly been providing new functionality to developers, 

but now they are planning to implement chargeback and 

capacity products to identify VMs that can be turned off. 

With a small virtualization deployment, a few conversa-

tions with developers might be enough to solve the prob-

lem, but not when you reach the level of 2,000 VMs. 

“There’s just no way a single person can sort through 

that and get their day job done,” Harper says.

Turner says he isn’t a fan of chargeback and metering 

systems “because they create artificial barriers,” but he 

does use VMware management tools to monitor VM us-

age and he says it’s important to educate users about the 

cost of running VMs. In some cases, if a user wants a new 

VM, Turner may propose a “swap” in which an older VM, 

one that isn’t heavily used, is turned off. 

“We try to educate them that there is a real cost,” he says. 

“What we try to say is it’s really a human resources problem.

http://www.cio.com
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Managing 800 machines is not like managing 400 ma-

chines. It’s not double the work, it’s way more than double 

the work. At some point, you run out of human resources 

to deal with it and your risk starts to increase.” 

Burning question: How can security risks 
be mitigated in virtualized systems? 
“Virtualization is not inherently insecure. However, most 

virtualized workloads are being deployed insecurely.” 

That’s what Gartner analyst Neil MacDonald wrote in a 

2010 report titled “Addressing the Most Common Security 

Risks in Data Center Virtualization Projects.” 

Planning for virtualization projects should always in-

clude the information security team, but according to 

Gartner survey data about 40% of virtualization projects 

were undertaken without the security team’s involvement 

in initial architecture and planning stages. 

Because the hypervisor has oversight over all the work-

loads running on a physical server, a threat “could result 

in the compromise of all hosted workloads,” MacDonald 

notes. Under legacy architectures, a threat to one server 

would only put one workload at risk, but that is not true in 

a virtualized data center. 

The hypervisor itself also adds to the attack surface. VM-

ware, for example, is revamping its own virtualization archi-

tecture to get rid of a Linux-based service console in order to 

reduce the attack surface from about 2GB to 100MB. 

While this is an improvement, customers still have 

plenty to think about on the security front. Gartner recom-

mends treating the virtualization platform “as the most 

important IT platform in your data center from a security 

and management perspective.” 

IT shops need to establish policies regarding the consoli-

dation of workloads of different trust levels, and when evalu-

ating new security and management tools “favor those that 

span physical and virtual environments with the same man-

agement, policy and reporting framework,” Gartner says. 

IT must be concerned about vulnerabilities in any code 

installed in the hypervisor layer, including drivers, plug-ins 

and third-party tools, and keep everything up to date and 

patched, the report continues. 

Even if the virtualization layer is just as secure as previ-

ous physical architectures, the tendency to provision more 

VMs means your footprint is larger and “whenever your 

footprint grows your security risk expands,” Turner notes. 

Turner is looking at a few systems management tools, such 

as Cfengine, Puppet Labs and Chef, to automate the pro-

cesses of verifying patching, removing old user accounts and 

ensuring that configuration files haven’t been tampered with. 

Even relatively simple tasks like running antivirus software 

can be more complicated after servers have been virtualized.

“Managing 800 machines is not like managing 400 machines. It’s not double the 
work, it’s way more than double the work.  At some point, you run out of human 
resources to deal with it and your risk starts to increase.”

— John Turner, director of networks and systems, Brandeis University

Compound risk
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Harper notes that his staff had to manually change the 

times of all the weekly scans on Windows Server instances,  

because otherwise they would all occur at once and cause 

a too-high I/O load. 

Harper says customers need a combination of new 

products and procedures to prevent virtualization trou-

bles, because managing VMs as if they are identical to 

bare-metal machines simply doesn’t work. 

However, Harper and Jim Brewster, a senior IT pro at Sa-

bre, are optimistic about security in the virtual world. Physi-

cal separation of security zones is giving way to software-

based security zones, and virtualization management tools 

could make it difficult for rogue IT admins to alter systems 

without their actions being logged, Brewster says. 

Microsoft and VMware have argued over how many pro-

cesses should remain in the operating system and how many 

should be pushed to the hypervisor layer. But Brewster, for one, 

looks forward to security functionality moving to the hypervisor. 

“I think you have more visibility and more control over 

what’s happening, and what’s talking to what in the VM 

space,” Brewster says.•

http://www.cio.com
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As enterprises move towards virtualizing more of their 

servers and data center infrastructure, the security tech-

nologies that are plentiful and commonplace in the physi-

cal world become few and far between. 

While few direct attacks on virtual machines have been 

observed, it is still good security practice to protect VMs from 

potential vulnerabilities that exist only in the virtualized world. 

For example, physical firewalls aren’t designed to in-

spect and filter the vast amount of traffic originating from 

a hypervisor running 10 virtualized servers. And because 

VMs can start, stop and move from hypervisor to hypervi-

sor at the click of a button, protective features have to be 

able to handle these movements and activities with ease. 

Finally, few hypervisors have the access controls that even 

the most basic file server has: Once someone can gain 

access to the hypervisor, they can control all of the VMs 

that are housed there. 

In response to these concerns, a number of new ven-

dors have created virtualization security tools. And the 

pace of mergers and acquisitions has picked up as the 

established vendors try to augment their offerings and in-

tegrate products. For example, VMware purchased Blue 

Lane Technologies and incorporated Blue Lane’s software 

into its vShield product line. Juniper Networks purchased 

Altor Networks Virtual Firewall and is integrating Altor into 

its line of firewalls and management software. And Third 

Brigade is now part of Trend Micro’s Deep Security line. 

For this test, we sent invitations to all of the major play-

ers. The five who accepted are: Beyond Trust Power Broker 

Servers for Virtualization, Catbird vSecurity, Hytrust Appli-

ance, Reflex Systems Virtualization Management Center, 

and Third Brigade/Trend Micro Deep Security. Declining 

were CA for its Virtual Privilege Manager, Juniper/Altor, 

Fortinet FortiWeb VM and VMware’s vShield. 

We found that no single product can do everything well, 

or even more than a few things. While it would be nice if 

we could buy a VM-equivalent of a unified threat manage-

ment tool, none currently exists. 

New Security Tools Protect  
Virtual Machines 

Test reveals differences between five security  
virtualization products

By David Strom • Network World

Product Test
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Since the products have different sets of capabilities, 

they are not directly comparable. We developed a score-

card that indicates which vendors do a better job in various 

categories, but we’re not naming an overall winner. In fact, 

a few of these vendors have teamed up to provide com-

bined solutions. This coupled with the active mergers men-

tioned above means that this is a very dynamic category 

and you should expect further consolidations and changes. 

If you are new to virtualization, these products might 

seem confounding as they use an entirely new vocabu-

lary, such as the word “hosts” to indicate the physical 

hypervisor servers that run individual VMs. And obviously, 

you will need some experience with vCenter and ESX to 

understand how to deploy and use these products. 

Of the five products, Reflex’s Virtual Management Cen-

ter is the most comprehensive, with modules in three 

broad areas that we examined – auditing/compliance, 

firewall/intrusion detection and access controls. These 

modules are knit together with separate reporting and 

management consoles. That is a lot to handle, to be sure. 

Trend Micro has the best and most useful reports, suit-

able for distribution to management. Catbird has the most 

sophisticated network-based protection, akin to something 

found on a Cisco or Check Point physical device. Hytrust 

shines when it comes to limiting access to authorized users 

and roles. BeyondTrust has its place protecting Linux VMs. 

But the downsides to these products can overwhelm their 

benefits. Most are somewhat quirky to learn how to use and 

deploy. The notable exception is Hytrust with setup on the 

order of a network load-balancing device. There are many 

moving parts to the other products to get their protection 

working properly, and all will require you to gather your ex-

perts on networking, authentication, virtualization and over-

all security in the same room to coordinate deployment. 

We looked at four broad functional categories in our 

evaluation:

Reporting

We looked at how easy it is to generate actionable reports 

and whether the product can automatically flag particu-

lar violations. If the product has compliance monitoring 

or remediation features, we also looked at how it per-

formed in this arena. Reflex and BeyondTrust have sepa-

rate Web-based reporting tools, the others use menus on 

their Web-based management tools. 

We liked the reports from Trend Micro the best: They 

were easiest to produce and parse, and share with man-

agement. The others (such as Hytrust or Catbird) either 

produced reams of pages that could numb even the 

geekiest network administrator, or were so difficult to 

setup that the most dedicated operator would find gener-

ating them taxing (BeyondTrust). 

Host management 

We looked at what it takes to protect a new ESX host. 

Each product has a different activation process; Hytrust 

and Reflex are easier than the others, which require mul-

tiple configuration steps or a series of different agents 

to be added to each host. The goal here is to provide 

instant-on protection, because many times VMs can be 

paused and restarted, avoiding the traditional boot-up 

checks that physical antivirus products use. 

Policy controls

We looked at the granularity of the product’s policies 

and how easy it is to add elements to existing poli-

cies or create entirely new ones. This is the bread and 

butter of these products; no matter what else they are 

designed to do. All of them delivered the goods in this 

http://www.cio.com


8 of 25

Virtualization Success eGuide

Burning Questions: 
Virtualization

The Dark Side of 
Virtualization

New Security Tools  
Protect Virtual Machines

Virtualization Planning: 
Systems Management

Five Ways You Waste 
Money on Virtualization

Resources

area and there was little to distinguish the products, 

once you understood the process. 

User management

We examined the granularity of user controls and how 

easy it is to add new users to the product, or to assign 

users to particular security roles. Hytrust, Reflex and Trend 

have the most complex and granular role settings. 

All of the products are closely tied to VMware ESX and 

vSphere. Catbird’s vSecurity can also protect Citrix Xen in-

stallations, and BeyondTrust PowerBroker can also support 

Xen, Solaris Zones and IBM’s VM environments. None of the 

products currently protect Microsoft Hyper-V installations. 

Who Does What
There is no single tool that does everything. Anyone seri-

ous about VM security is going to need more than one 

tool. Here’s a quick guide: 

Compliance and auditing

This includes the ability to produce reports to understand 

various compliance requirements, such as Payment Card 

Initiative standards and the ability to audit access and 

administrative logs to track down what someone changed 

when. All five offer some of these features. 

Intrusion detection and firewall features

These are the features that most people think of when 

they first hear about VM security. Catbird, Reflex and 

Trend offer modules with some of these features. 

Access controls

This includes being able to restrict access so that users 

can’t stop or change any VMs on any protected host 

machine. BeyondTrust, Reflex and Hytrust offer some 

of these features, and all also have the ability to tie ac-

cess control roles to particular Active Directory users. 

Antivirus/antimalware protection

Similar to the AV tools on the physical world, this pro-

vides protection against these exploits inside a VM. 

Trend Micro has this feature. 

Where Does VMware’s vShield Fit In?
While we didn’t test vShield, it is a pre-requisite for the 

Trend Micro Deep Security product and has the begin-

nings of its own security interfaces that other vendors 

will most certainly exploit. Reflex (and Altor/Juniper) also 

works with vShield, although it is not required. None of 

the other products we tested use vShield. 

Here are the individual product reviews:

BeyondTrust
PowerBroker
BeyondTrust made its name in securing Linux and Unix 

servers, where it enables root-like execution of commands 

and shell scripts without actually having to be logged in 

with root privileges. It has taken this concept to the virtual 

world, to include the ability to secure VMs in a similar 

fashion. It is a very powerful product, but sadly, its power 

is based on its extensive custom scripting language that is 

all command-line based. If you are comfortable with Linux 

and command lines, this is the product for you. 

The product has two Web interfaces: one called the 

PowerBroker Management Console, the other is called the 

Web Servers interface. The former is used mostly to gen-

erate reports and set up some configuration parameters, 

http://www.cio.com
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while the latter is used mostly for configuration and some 

administration. The Web pages are mostly blank forms 

that still require you to be familiar with the command line 

syntax and variables for particular settings. Both of these 

Web consoles are more of an afterthought and cumber-

some to operate. 

Still, its features are worth taking a closer look at, par-

ticularly if you want to be able to do things like log every 

keystroke of every user and be able to replay them and 

see where something went wrong. If you want to connect 

authentication to a LDAP or Active Directory server, you 

need to add several lines of scripting code to your configu-

ration file, for example. Same for adding new administra-

tive roles, or adding a new VM to protect: you have to write 

and test more code. 

Like Catbird’s product, it will work with both VMware’s 

ESX and Citrix’ Xen hypervisors. If you are running an ESXi 

host, you will need the VMware vMA add-on to provide 

the service console to connect to it. It supports ESX/ESXi 

Version 3 and above. 

The command language is somewhere between Perl 

and PhP, but it will take some time to learn and be ef-

fective at, like any other programming language. Installa-

tion of the product is also somewhat complex, relying on 

a series of servers and Unix daemons or processes that 

need to be configured with associated scripts. There is a 

separate version of its software to protect Windows VMs. 

Catbird vSecurity

Catbird is the other product we tested that could manage 

non-VMware hosts, including Citrix Xen hosts along with 

any VMs that are running on Amazon’s Web Services infra-

structure (which also runs Xen). It does this via an Open 

Virtual Data Format agent that is installed on each host. 

(Agents are not installed on the individual VMs running 

on each host, which is a plus.) It also supports ESX/ESXi 

Versions 3.5 and above. It has a single management con-

sole, called the Catbird Control Center, which runs on its 

own VM that sets up a Web server that should be placed 

outside the protected environment. You just run a regular 

browser and you are good to go. 

Catbird has a deep set of security policies and practices 

that are built on the stalwarts of the physical world: Snort’s 

intrusion detection and Saint’s vulnerability scanner. The 

policy creation process is somewhat complex, but it is noth-

ing that a regular firewall admin couldn’t learn within a few 

hours. You can set up very sophisticated trust zones and 

segregate your VMs into very granular rule sets and condi-

tions, and you can mix and match VMs with physical servers. 

Reports are this product’s weakness, and Catbird is 

working on beefing that up for its next version. There is a 

single compliance report that can be downloaded to your 

local desktop as a 60-plus page detailed PDF. There are 

other reports such as remediation actions, change history 

logs, and others but their results just go to the screen and 

can’t be distributed easily. Another weakness is that there 

are only two user roles for the product: administrator, who 

has access to everything, and a “reader” who can only 

view and can’t tamper with any settings. Most of the other 

products have more granularity. 

Hytrust Appliance

Hytrust sells a software appliance that handles individual 

VM access control for ESX and ESXi hosts running at least 

v3.5. This prevents users from inadvertently altering or 

stopping any running VMs. 

It sets up policies and access rules to segregate roles 

http://www.cio.com
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and there are lots of different roles available: One can run 

compliance audit reports, while another will allow only net-

work administrators to remove or power down or copy any 

VMs using the VMware vMotion live migration services. 

Other roles only allow users to access a running VM 

without making any changes to the VM itself. Each role 

is a collection of access rules, similar to how a regular 

firewall works. This is the product’s key strength, and you 

can also map these roles to particular Active Directory 

users or groups too. 

Setup is very straightforward: Once you install the soft-

ware (which can run as its own VM on an ESX host), you 

point it to the vCenter or ESX hosts that you want it to man-

age with a simple configuration screen. There is no agent 

software that has to be installed on any protected host, it 

just needs the user name and password login credentials 

for that host. If you start with your vCenter machine, it can 

automatically enumerate the various hosts that that ma-

chine manages. You can set up different protection rules 

for particular VMs that are running on each host too. 

All of Hytrust’s operations are performed with a browser 

connecting to its appliance. Screens are fairly uncluttered 

and its menu structure is simple to understand. Within 

an hour of getting the device set up, you can be off and 

running, protecting your virtual network and producing 

intelligent reports. The process is somewhat confusingly 

described in the product’s Configuration Guide, but once 

you understand the setup workflow it isn’t that difficult. 

One nifty feature is called Password Vault. The Hytrust 

appliance changes all the root passwords of our managed 

hosts to something secure and unique, so that they aren’t 

available to the ordinary VM user, or even the administra-

tors. If you need temporary access to the host, you can 

have Hytrust supply you with a limited-time password. This 

is similar to the BeyondTrust protective feature. 

Part of its feature set is a series of more than 30 harden-

ing procedures that can automatically occur if you select a 

particular set of guidelines, such as the Payment Card In-

dustry (PCI) standards. These include securing SNMP ac-

cess, password complexity and longevity rules, and using 

secure shell command-line access to your hosts. Once you 

set your guidelines, you audit your installation and then try 

to remediate where it falls short. This is a very nice feature. 

Hytrust offers easy setup. There aren’t multiple servers 

or agents to install, it all just works out of the gate. One 

nicety is that they have a VMware vClient plug-in. When 

installed, an extra “Hytrust” tab shows up at the top of 

the selection area and clicking on it will bring up the same 

view that you would see in the browser. This makes it eas-

ier for VMware administrators who spend a lot of time in 

vClient to manage their VM collection. 

The weakest part of the product is its reporting feature. 

It provides copious details on point-by-point compliance of 

each host with a particular security guideline, such as PCI or 

Center for Internet Security and nine other pre-set templates. 

However, the reports are overwhelming and a bit too detailed. 

Each report can be exported as a CSV to your desktop. 

Reflex Systems’  
Virtual Management Center
Reflex brings the same type of network infrastructure con-

trols that are seen in the physical world, such as firewalls 

and intrusion detection, to the virtual world. It works with 

VMware ESX running at least v3.5 (but not the free ESXi 

hosts without additional vMA modules from VMware). 

There are three different modules managed by its 

Windows-based Virtualization Management Center: vTrust 

(the virtual firewall protection), vWatch (which handles 

http://www.cio.com
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performance and resource monitoring) and vProfile (for 

configuration management). We looked at all three prod-

ucts and found that Reflex offers the most comprehensive 

collection of tools of any of the products, missing just anti-

virus. This makes it a good starting point, if you can afford 

to purchase all three modules. 

The Reflex software places agents inside an ESX host. 

You can segregate security zones for particular VMs run-

ning on different hosts and set up policies to handle net-

work traffic, just as you would with your Cisco router and 

Juniper IDS. This zone feature is very powerful, and can be 

thought of as a host-based firewall for each of your VMs 

without having to install anything on the actual VM itself. 

The zone feature, coupled with the next feature, makes 

it very easy for admins to drill down and find and fix VM 

security problems. 

This second feature is the ability to track changes to 

your virtual infrastructure using its built-in timeline. You 

can turn back the clock and look at what has happened 

to your network to do further troubleshooting – to find out, 

for example, when the user in distress messed up some 

configuration parameter a few days ago, for example. 

At the core of the product is a visual map that shows 

what hosts are running which VMs and virtual network 

adapters. This is nice to have to keep track of your VM 

collection, and is better and more useful than VMware’s 

vMotion map. On Reflex, you click and can drill down to 

the individual VM or network adapter to see what is go-

ing on, and as you mouse over an icon, you see a wealth 

of data on the top of the screen that gives you all sorts 

of information, such as network traffic patterns and the 

amount of disk storage attached. 

Reflex has two management clients with different func-

tions: Web and Windows. The Web client is primarily used 

to generate and view reports, which is useful if you want 

to segregate the reporting role to a wider audience than 

people who would want to run its Windows client. Some 

of the reports are available inside the Windows client, but 

most are found on the Web client. This can be a bit con-

fusing initially.

 

Trend Micro Deep Security

Trrend Micro purchased Third Brigade and has incorpo-

rated its features into Deep Security. The product has a 

variety of protective modules, including agent or agentless 

firewall/IDS, anti-malware, and Web application protec-

tion. The antivirus scanner requires vShield Endpoint to be 

installed and only works on certain Windows VMs and is 

agentless. Trend is working to incorporate its physical and 

virtual protections under one roof, but isn’t there with the 

release we tested. 

As you might suspect from a consumer-focused soft-

ware company, its Web management interface is very at-

tractive and the dashboard has a lot going on. At a glance 

you can see your entire VM collection, whether any protec-

tive measures have been installed, and what alerts have 

been reported. You have to use the maps generated by 

VMware to see a visual picture of your network of VMs 

and their hosts. 

And as you might suspect from a security software com-

pany, its firewall and IDS features are numerous, includ-

ing deep packet inspection and a collection of dozens of 

rules that deal with operating system integrity monitoring. 

For example, if anyone makes changes to the Windows 

“hosts” file, it can get logged as a questionable event. 

Trend Micro’s reporting module is clear and part of the 

overall Web dashboard. You have a pull-down menu selec-

tion to create one of 18 reports in either an RTF or a PDF 

http://www.cio.com
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 Deep Security  Hytrust Appliance  Virtual Mgmt. Center  Power Broker  vSecurity

Vendor  Trend Micro  HyTrust  Reflex Systems  BeyondTrust Software  Catbird Networks

Price  $200/VM for anti-malware,   $1,000/host.  Each protective module is $600/socket. Starts at $1,600 per   $1,995/socket.
 $1,100/VM for all protective modules.   server (plus maintenance).

Pros  Reports that are clear and actionable  Solid access controls and  Comprehensive set of security solutions  Root password protection  Complex network protective
 and suitable for management. simple setup. across a wide feature set. of hosts. features based on industry
     standard products.

Cons  Compliance is skimpy.  Reports are voluminous to the  Reports and access controls are Command line interface; User roles and
  point of being overwhelming. a weakness. requires custom scripting. reporting limited.

Reporting 
 4.5  3.5  3  3  3

(25%)

Host   
4  4  4.5  3  3management

(20%)

Policy control  
4  4  4  3.5  4(25%)

User 
4.5  4.5  4.5  4  2Management

(25%) 

Total  4.25  3.875  4.0  3.375  3.0

Scoring key: 5: Exceptional; 4: Very good; 3: Average; 2: Below average; 1: Subpar or not available.

NetResults

Scorecard
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file. If the latter, you can click on a share button and have 

it e-mailed to your boss. You can easily set the date ranges 

and the VMs of interest by clicking on the relevant buttons. 

The main drawback is the compliance feature set. Un-

like Hytrust, it doesn’t categorize each guideline element 

by element, but scans each VM for pre-set rules as part 

of its integrity monitoring module. You can easily create 

your own rules or modify the ones that are included in the 

program. There is no automated remediation either. 

Adding a new VM is very straightforward. Because Trend 

hooks into the vCenter interfaces, as soon as you add it, it 

is already protected. The only thing you need on the VM is 

the VMware vShield Endpoint Guest software. 

Trend can sync with Active Directory and LDAP directories 

and pull its users from that. Then you can assign roles to 

these users. And Trend has lots of granularity with how each 

role is assigned to each user, down to dozens of rights for 

particular activities. So you can set up users who can view 

things but can’t delete or change any parameters. 

Strom is the founding editor-in-chief of Network Computing 

magazine and has written thousands of magazine articles 

and two books on various IT and networking topics. 

We did not test performance. We concentrated 
on what it took to set up new policies, hosts, 
reports and user roles in each product, and 
how the various parts of each product worked 
to protect a typical multihost ESX installation. 

We asked each vendor to set up its test ESX hosts 
and provide remote access to the test equipment 
via several methods: VPN, Web, Remote Desktop 
or Secure Shell. This was done so we wouldn’t 
have to spend time in setting up a complex virtual 
environment for our tests and could concentrate 
on the functional differences of each product. 

All the products can use just a Web browser 
to connect to one or more portals to configure 
and run, while Reflex has an additional Win-
dows client needed for certain operations and 
BeyondTrust relies on terminal mode command-
line access for most of its heavy lifting. Some 

products have agents that run inside the hy-
pervisor (Catbird, Reflex, BeyondTrust, and part 
of the Trend Micro product). That sounds good 
in theory until you realize that your host can 
quickly fill up with so many agents as to impact 
its performance – again, this is something of 
which to be aware. 

At a minimum to test any of these products, 
you’ll need at least two ESX hosts: one with 
running VMs that you want to protect, and one 
running the vendor’s own protection software or 
management, monitoring and reporting tools. 
You will need to have at least ESX v3 or later 
installed on your hosts, and some products 
will require v4 versions along with additional 
VMware support software such as vSphere 
Management Assistant, vShield or vCloud to be 
pre-installed.

How We Tested  
Virtualization Security 

http://www.cio.com
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The Dark Side of Server Virtualization

Server virtualization is a growing reality in data centers. 

The economics are firmly behind the trend. Server virtu-

alization reduces the total cost of ownership by reducing 

the number of physical servers, requiring less cooling and 

less power while increasing flexibility. This is all good for 

the business and the server group, but what effect does it 

have on the management of the network? The truth is that 

it complicates network management. 

There are two big network problems associated with 

server virtualization. The first is configuring virtual LANs. 

Network managers need to make sure the VLAN used by 

the virtual machine (VM) is assigned to the same switch 

port as the physical server running the VM. 

One solution is for the server virtualization group to 

tell the network management team every possible server 

the VM can be started on and pre-configure the switch 

ports. This is not a perfect solution because it can cause 

the VLAN to be defined on a very large percentage of the 

switch ports. It can get even more complicated because 

the server group may not be aware of all the servers that 

images can be started on, especially during a recovery 

situation when they are taking emergency measures. 

The second problem is assigning QoS and enforcing 

network policies, such as access control lists (ACL). Tradi-

tionally this is done in the network switch connected to the 

server running the application. With server virtualization 

there’s a software switch running under the hypervisor in 

the physical server – not the traditional physical network 

switch that connects to the physical server. 

It is still important that policy be enforced in the soft-

ware switch. For example, if two VMs running on the server 

are not allowed to communicate with each other, some-

one who gained control of VM1 could open connections 

to VM2 and steal its data. If ACLs are applied by the soft 

switch in the server then this would be blocked. 

Before virtualization, this was prevented because the 

applications in VM1 and VM2 would run in different serv-

ers and the ACLs defined in the network switch would pre-

vent the communication. Having policies applied in the 

software switch maintains the security. The issue is how to 

get the software to apply the policies. 

Overcoming these two challenges is critical to making 

server virtualization work smoothly. It would have been 

nice if the vendor community had created a uniform stan-

dard that works with all the different virtualization vendors. 

As is normally the case with rapidly growing new technol-

ogy, this did not happen. The industry has implemented 

four ways to address these problems. 

Virtualization Vendor’s Solution
The market-leading virtualization vendor is VMware but many 

other virtualization solutions exist, including Citrix Systems’ 

By Robin Layland • Network World 

In-Depth

How not to be blindsided 
by network management 
complications
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XenServer, Microsoft’s Hyper-V, KVM and offerings from 

many other smaller vendors. The most widely available solu-

tions are for VMware and it will be used as the example. 

In the graphic below, VMware’s vCenter controls the vir-

tualization process and directs where the VMs are started. 

The hypervisor controls the server and the VMs running on 

the physical server. VSwitch is a software Layer 2 switch 

provided by VMware. Each VM has a virtual NIC, labeled 

vNIC. The vNIC uses a MAC address from either the virtu-

alization vendor’s pool of MAC addresses or one created 

and assigned by the enterprise. The diagram is not meant 

to show all the variations possible in a real environment; 

it’s just to show how the process works. 

The first step is for the server group to define all net-

work characteristics and policies for the VMs. The operator 

tells vCenter to start VM2 in Step 2. This process includes 

multiple messages between vCenter and the hypervisor 

on the server, one of which pushes the network policy 

information to the hypervisor. In Step 3, the hypervisor 

configures the vSwitch with the correct VLAN, QoS and 

policy information. When the application on VM2 starts to 

send packets, the policy is applied in the vSwitch, repre-

sented by the blue dot. 

This solves the problem of applying policies at the first 

switch but it does not solve the VLAN configuration prob-

lem in the network switch. The virtualization groups need 

to tell network management to configure the VLAN on the 

switch port before the VM starts sending traffic, which re-

quires quick coordination or the switch has to be precon-

figured. The coordination can get more complicated when 

the virtualization group moves the VM on the fly. Then the 

virtualization group needs to coordinate with the network-

ing group as it moves the server, and the network group 

needs to clean up the configuration on the old switch af-

ter a successful move. 

One of the biggest concerns with this approach is the 

amount of coordination required between the virtualiza-

tion and network groups. The virtualization group must 

configure parameters in vCenter that are controlled by the 

networking group, such as VLAN numbers, QoS and ACLs. 

This means that good ongoing coordination is needed be-

tween the server virtualization group and the networking 

group. Any change in VLANs or policies must be immedi-

ately reflected in the virtual server configuration, which 

introduces another possible failure point. 

Another concern is the lack of visibility to what is go-

ing on within a networking component, the vSwitch, by the 

networking group. The vSwitch is under vCenter’s control, 

not traditional network management software. Additionally, 

the network management team has little visibility into the 

VM. This visibility problem has been addressed by several 

networking vendors by having vCenter notify the networking 

team of changes or polling for changes and then display-

ing this information along with the traditional network data, 

which greatly helps with problem determination. 

First Answer
Blade Network Technologies has an application that runs 

on its switch and Force10 Networks’ latest OS release ad-

Hypervisor

vSwitch

Switch

VM 2 VM 1

Figure 1: Controlling from vCenter
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dresses the VLAN problem. The switches poll vCenter look-

ing for any changes or, alternatively, listen for vCenter to 

send out a message announcing a change. If a switch finds 

any changes, it will automatically perform the configuration. 

The virtualization operator doesn’t have to coordinate the 

change with network operations, allowing startup of the VM 

to go smoothly. The polling interval does need to be smaller 

than the time it takes to start a VM to make sure the switch 

sees the change fast enough. In Force10’s first release, the 

only parameter it monitors for is VLAN. Blade Network goes 

further by also applying the full range of policies at the net-

work switch based on the vNIC or VM’s UUID. This solution 

still requires that policies be implemented in the vSwitch. 

The second way to solve the configuration problem 

is with orchestration software from vendors such as HP 

and Juniper Networks, which work on their own switches. 

There are also solutions from management vendors such 

as Scalent Systems (now Dell) and CA. In this case, the 

orchestration software talks to both the network switch 

and vCenter and coordinates changes in configuration 

between the two environments. This approach has the po-

tential benefit of being able to work with a wide range of 

switch and virtualization vendors. 

Cisco’s Answer
Cisco provides its own soft switch solution to replace 

vSwitch called the 1000V. There are two components to 

the 1000V. The Virtual Switch Module, or VSM, replaces 

the vSwitch software running inside the hypervisor. The 

Virtual Element Manager (VEM) is where the network poli-

cies for the VSM are configured and stored. 

The graphic below shows how the process works. The 

VM’s VLAN and policies are first configured based on the 

VM’s UUID or vMAC addresses in the VEM. VCenter starts a 

new VM or moves a VM in Step 2. The hypervisor informs the 

VSM in Step 3. The VSM then retrieves the policy informa-

tion from the VEM in Step 4. If the network switch is from

 

the Nexus product line, it also retrieves the necessary VLAN 

and policy information from the VEM. At this point both 

the switch in the hypervisor and the Nexus switch have all 

the correct information on how to handle VM2. When VM2 

starts sending traffic, all the correct policies are applied in 

the 1000V switch in the hypervisor (blue dot.) 

The benefits of Cisco’s approach are the same as with 

the first approach. It blocks any communication between 

the two VMs if it is not allowed and applies the appropri-

ate policies the first time traffic hits a switch. If the 1000V 

is used with the Nexus switch that is virtualization-ready, 

it will solve the VLAN problem in the network switch. It 

has the additional benefit of moving the switch in the hy-

pervisor under the control of the network management 

software, returning the clear accountability to the network 

group. There are downsides. Currently Cisco only has a 

solution for VMware and not for XenServer and Hyper-V. 

The Fourth Way
The fourth approach takes a network equipment-centric 

view; see Figure 3, next page.

In Step 1, the VM is defined in the network management 

software by its virtual NIC. In Step 2, vCenter directs the 

Hypervisor

1000V VSM

Switch

VM 2 VM 1

Figure 2: Cisco’s Virtualization Solution
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hypervisor to start up VM. The hypervisor sends out an ad-

vertisement packet announcing it is starting VM2, in Step 3. 

The advertisement has VM2’s vNIC and its UUID. In Step 4, 

the switch sees the advertisement and sends a request for 

its VLAN and other policy information. The switch then ap-

plies the policies to any traffic entering the network. 

The key point is the switch only applies policy in the net-

work switch, shown by the blue dot, and not at the vSwitch. 

The switch also monitors for messages from the hypervisor 

that indicate the VM has moved and then removes the VLAN 

and policy information associated with the vNIC. Vendors 

employing this solution include Arista Networks, Blade and 

Enterasys, along with HP and Juniper through their orches-

tration approaches. Other vendors, such as Brocade, are 

planning to offer this solution. Extreme Networks uses this 

technique for QoS and policy but not for VLANs. 

This approach tries to remove the need to involve the 

virtualization group in enforcing network policies. How-

ever, there are still two problems. The first is that the 

server virtualization and networking groups must still co-

ordinate VLAN numbers. Currently, for example, Entera-

sys has the ability to automatically provide the vSwitch 

with the VLAN number. 

The biggest problem with this approach is that it does 

not apply policies at the vSwitch, thus allowing traffic be-

tween VMs on the server to bypass ACLs and other secu-

rity policies. Enterasys and Arista plan to overcome this 

problem by adding the ability to push the policies down to 

the vSwitch, shown by A in the diagram. 

A future way to overcome this problem is by allow-

ing “hairpin turns” in the switch. With hairpin turns the 

vSwitch is configured to send all traffic, even VM1 to VM2 

traffic, directly to the network switch. The network switch 

then applies the policies and assigns QoS. The VM1 to 

VM2 traffic would be sent back to the vSwitch which then 

delivers it to VM2. 

This would make vSwitch a “dumb” switch with only a 

forwarding role. The problem is that 802.1D, the bridging 

standard that all Layer 2 switches are based on, does not 

allow traffic that came from a port to be sent back down 

the same port the traffic came from. Thus under the cur-

rent rules the network switch could not return the packet 

from VM1 addressed to VM2 since it would break this rule. 

This was added to prevent loops from being formed. The 

IEEE is working on a revision to 802.1D that allows the 

switch to perform hairpin turns and additional work is un-

derway to standardize the dump switch in the hypervisor. 

When this becomes widespread it addresses the problem 

and has the benefit of removing most of the coordination 

between the network and server group.  

Enterasys currently has a workaround that directs the 

vSwitch to put each VM in a separate VLAN. They select 

VLAN numbers that are not currently being used to pre-

vent any potential problems. Since the VMs are in dif-

ferent VLANs they cannot communicate with each other. 

When the packet arrives at the network switch, the switch 

replaces the VLAN numbers with the real one assigned to 

the VM making it appear to the network and their destina-

tion that they have always been in the correct VLAN. 

Hypervisor

vSwitch

Switch

VM 2 VM 1

Figure 3: Switch vendors solution
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Conclusion
There is another VLAN configuration problem that the tech-

niques outlined above do not address. When a new VLAN num-

ber is assigned to a port, it needs to be connected to all the 

other ports with that VLAN number. This requires that all the ag-

gregation switches in the path have the VLAN defined on them. 

For example, let’s say VLAN 5 supports an accounts 

payable application. All the VMs that support the applica-

tion are located on one top-of-rack switch configured for 

VLAN 5. For workload reasons, one of the VMs running the 

accounts payable application is moved to another rack 

with its own switches in another part of the data center 

that is reached by way of several aggregation switches. 

Preserving the VLAN means that all the intermediate 

switches need to be configured with VLAN5; if they are 

not, then the VLAN is broken. As of this writing, none of 

the solutions outlined deal with how to automatically as-

sign the VLAN in the aggregation switch. This means that 

if a VM can move across a data center, the VLAN number 

must be preconfigured in all the aggregation and core 

switches. Additionally it is not likely that this problem will 

be solved in the immediate future. 

The industry has worked out a set of adequate solutions for 

the port VLAN and policy problems. There is no magic; most re-

quire the networking and virtualization groups to coordinate their 

activities in the short term to make it work smoothly. The hairpin 

turn is the best long-term solution and the industry is moving 

towards it. It is important that network managers understand 

how the various solutions work with the different virtualization 

vendors they support, as the full range of solutions are not avail-

able for all the virtualization solutions currently in the market. 

Layland is head of Layland Consulting. 
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Virtualization Planning:  
Systems Management 

The explosive growth of today’s virtualization management 

market is good news for organizations looking to man-

age and optimize their virtual environments. Like every 

technology that has come before it, the route to success 

with virtualization lies in solid, standardized processes 

and management software to automate and govern the 

execution of these processes. Process discipline and 

streamlined management automation have long been op-

erational mandates, but the advent of virtualization on in-

dustry-standard servers exacerbates these requirements.

Luckily, the growing demand for automated virtualiza-

tion management tools has produced an array of software 

solutions. Many options exist – too many, in fact – and 

you must evaluate these options to minimize the risk of 

additional complexity and vendor dissolution. Buyers need 

to be careful in such a young market segment and remain 

pragmatic about the requirements and the role these tech-

nologies will play in the overall management portfolio. The 

real risk is the creation of yet another silo that will have to 

be absorbed later on. To avoid future headaches, organiza-

tions should include virtualization as just another technol-

ogy domain in the consolidated management portfolio. 

As businesses begin to evaluate tools to help manage 

their virtual environment, Forrester recommends focusing 

on four key system management capabilities: configura-

tion management, capacity planning and VM placement, 

performance monitoring and real-time automation. Keep 

in mind that each earlier step is a prerequisite of the next, 

making the priority of the list important. For example, at-

tempting real-time automation without first conquering 

the challenges of capacity management will prove frus-

trating and ultimately futile. 

1Improve configuration 
management
It’s important to start with improving configura-

tion management because it is necessary to orchestrate 

the relationship among large numbers of dynamically 

changing VMs, physical servers, storage and network re-

sources. These tools are often referred to as “provision-

ing tools,” which refers to a higher state of configuration 

change management.

Best Practices

By Glenn O’Donnell and Rachel Dines • CIO

Four keys to success, courtesy of Forrester analysts
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2 Maximize capacity planning 
and VM placement
As your virtualized pool grows in size, you will 

need tools that analyze capacity trends and optimize 

where your VMs run to minimize hardware footprint. These 

tools will be able to alert operations and engineering when 

resources are running low to guard against overprovision-

ing. You want to maximize capacity utilization to squeeze 

the most value from your server investments, but doing so 

without sufficient visibility is dangerous.

3 Performance monitoring
Performance measurement will rise in importance 

as you increase the number of VMs per physical 

host and drive up overall utilization. We find this to be a par-

ticularly critical tool as you approach 20 or 30 VMs per physi-

cal server. To prevent problems from affecting user experi-

ence with multiple apps, your administrators need VM-aware 

performance monitoring tools that can help pinpoint issues.

4 Real-time automation
Once the virtual environment begins to grow 

in size and complexity, you’ll need tools that 

can perform real-time automation by adjusting virtual or 

physical infrastructure to compensate for failures. Many IT 

services, like virtualization management, are reaching a 

level of complexity where sophisticated mathematical al-

gorithms and object models of the services are more pre-

cise and efficient than even your most talented engineers. 

Reminder: Don’t forget the importance 
of structured processes 
Your evaluation of automated tools is a vital part of virtu-

alization success, but be careful not to overlook the need 

for structured processes. The adoption of virtual technolo-

gies significantly increases complexity, which in turn man-

dates process refinement. Forrester recommends that 

infrastructure and operations pros should avoid virtual-

ization-centric process models that don’t mesh with other 

processes. While the notion of “ITIL for virtualization” is 

horribly misguided, a wiser approach is viewing virtualiza-

tion as a catalyst for ITIL adoption. 

In addition, organizations should expand the scope of 

ITIL implementations to cover virtualization management. 

Movements such as ITIL have proven their applicability to 

any technology encountered and virtualization represents 

just another step in the continuing evolution of business 

technology. Incident management, as a good example of 

an ITIL process, is the same process regardless of wheth-

er an incident represents a network failure, an applica-

The adoption of virtual technologies significantly increases complexity, 
which in turn mandates process refinement.Action/Reaction

http://www.cio.com


21 of 25

Virtualization Success eGuide

Burning Questions: 
Virtualization

The Dark Side of 
Virtualization

New Security Tools  
Protect Virtual Machines

Virtualization Planning: 
Systems Management

Five Ways You Waste 
Money on Virtualization

Resources

tion performance anomaly or a poorly configured virtual 

server. Unique tools may be employed in pockets of the 

process execution and high-level escalation will be differ-

ent, but the process is identical, as are many of the tools 

(e.g., service desk). 

Virtualization Management: Step One  
in the Industrialization Journey
Highly automated process execution is a hallmark of any 

industrialized transformation, whether it is manufacturing, 

agriculture or something else. In fact, automation is a fun-

damental fueling force that spawns the industrialization in 

the first place. The resulting improvements in productivity 

and consistency have proven to be profound. 

IT, and specifically the infrastructure and operations 

functions, is moving in the same direction. Business de-

mands, exploding complexity and economic pressures are 

combining to force an upheaval in how we approach IT. 

The intensive hype over cloud computing is a harbinger of 

such change. Pursuit of “the cloud” is synonymous with 

early stage industrialization of IT.

Virtualization is the most potent technology catalyst 

toward cloud computing, so it is therefore the first step 

in the journey to industrialize IT. The evolutionary track 

from virtualization to automation and, eventually, to vari-

ous forms of cloud computing forms the inexorable path 

to an industrialized model for business technology infra-

structure and operations.

If you want to be in the driver’s seat for the future of IT, 

plan a journey to industrialize your operation and begin 

that journey by getting your virtual server infrastructure 

under control.

Glenn O’Donnell is a senior analyst and Rachel Dines 

is an analyst at Forrester Research, where they serve 

infrastructure & operations professionals. 
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Five Ways You Waste Money  
on Virtualization

More than three quarters of U.S. companies virtualize at 

least some of their x86-based servers, but few get their 

full money’s worth out of virtualization efforts – due to 

management blunders, analysts say. 

The biggest misconceptions focus around three issues: 

how closely to manage virtual machines (VM), how to plan 

the capacity and workload of the virtual infrastructure and 

how to go beyond technical configuration to keep operation-

al costs from running out of control, according to analysts. 

Here is some food for thought regarding the top five 

money-gobbling mistakes, spanning technical/operation-

al, management and planning, and budget issues.

1. Underutilization of physical servers
The most direct reason companies fail to get the best re-

turn on their virtual infrastructures is that they don’t run 

enough VMs on every physical server, according to Galen 

Schreck, a principal analyst at Forrester Research who 

specializes in management and implementation tools for 

virtual architectures. 

“For a long time people kept the ratio of VMs per ma-

chine low to avoid degradation of performance,” he says. 

“They didn’t want the systems to balk, so they decided 

they’d be satisfied with the savings they got running at 50% 

utilization, or only putting 10 VMs on average on a server.” 

In 2009 or early 2010, that was a reasonable ap-

proach, because performance-management tools gave a 

poor picture of how well VMs were running inside a physi-

cal server, says Dan Olds, principal of Gabriel Consulting 

Group, which has been doing annual surveys of Windows 

and Unix-server users for more than five years. 

The percentage of servers within corporations contin-

ues to grow, but the level of satisfaction of the compa-

nies using them has been flat for several years, indicating 

they’re not getting all they hoped for from the new technol-

ogy, he says. 

Being satisfied with a set utilization percentage or level 

of consolidation of physical servers to virtual “leaves mon-

ey on the table,” Schreck says. “A lot of companies seem 

like they’re just being cautious not to risk pushing servers 

to the point performance might not support an SLA dur-

ing a spike, so they’re not raising utilization high enough.”

By Kevin Fogarty • CIO

Insight

Do you understand architecture, management  
and chargeback issues? 
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2. Failing to push VM management  
tools harder 
It’s easy enough to cram more VMs on a single physical 

server and get a higher return-on-investment for virtualiza-

tion spending, Schreck says. 

That doesn’t really solve the problem, though. 

Current performance-management tools such as Mi-

crosoft’s Systems Center Virtual Machine Manager and 

VMware’s vCenter Server have capabilities that are light 

years ahead of two- or three-year-old tools, but key met-

rics such as whether the new infrastructure is easier to 

manage than the old one have not changed, Olds says. 

“It’s not clear how many people are actually using the 

tools,” Olds says. 

Almost any company with a virtual infrastructure of any 

significant size is going to have VM-specific tools to man-

age them, Schreck says. 

“What’s not clear is whether they use them for more 

than just checking to make sure the VMs are still running,” 

he says. “You need to be more aggressive with the tools. 

Rather than manage an environment scientifically with 

tools that tell what your VMs are doing and about your 

performance, people are satisfied with sticking to a spe-

cific utilization capacity. You end up having to vastly over-

provision your environment and have a cost per virtual 

machine that could be multiple times what it has to be.”

3. Failure to think broadly about planning
The overall change is to think about the whole environment 

when planning capacity, not look at the requirements of 

just one set of servers or applications, according to For-

rester’s James Staten, a vice president and principal ana-

lyst at Forrester who focuses on data center architecture. 

“In traditional capacity planning an application gets 

twice the resources it would normally consume, twice that 

for when it gets busy and twice that again for headroom 

so it won’t outgrow the servers,” Staten says. “In the virtu-

al world one app doesn’t need anywhere near that degree 

of headroom.”

Rather, he says, “you look at one app according to how it 

contributes to demand of the whole environment, because 

you can pool all your virtualized resources and apply them 

where they’re needed. Your real target should be to raise 

sustained utilization for the whole environment to 60% or 

higher, and as close as possible to 100% for your peak.” 

Architecturally it’s more efficient to split the data, data-

base, server and front-end software into different layers 

to which you can allocate more resources when they’re 

needed, according to Patrick Kuo, a Washington, D.C.- 

area consultant who has helped build Web and virtual-

server infrastructures at Dow Jones, the U.S. Supreme 

Court, the Defense Information Services Agency and, 

most recently, D.C. political-news site The Daily Caller. 

That’s a big departure from the traditional way of think-

ing of server-based applications as a single unit of ap-

plication/server/database and assigning resources that 

way, which doesn’t scale nearly as efficiently as a broader 

n-tier approach, he says. 

4. Botching lifecycle management
The key to keeping a virtual infrastructure from drowning 

in its own sprawl of VMs is to set and enforce lifecycle 

policies on individual applications and business units – 

but that rarely happens, Staten says. 

“The typical way to handle lifecycle is to set up a server 

and, when it falls over dead and no one notices, it’s at the 

end of its lifecycle,” he says. 

“In the virtual world you have to proactively manage 

the lifecycles and the changes that happen within virtual 

http://www.cio.com
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machines,” Staten says. “That means setting policies for 

provisioning, but also automating provisioning, patching, 

change management, end-of-life management and all the 

other processes you’d have to do by hand otherwise.” 

The key difference between a physical IT environment 

and a virtualized one is the volume and frequency of 

change within the virtual infrastructure, which is not only 

too much work to keep up with efficiently by hand, but 

also goes against the traditional view of how data center 

managers view the systems they manage, according to 

Rob Smoot, director of product marketing for VMware’s 

vCenter management products. 

“The traditional view is to set something up and then 

lock it down to avoid change that might break it,” he 

says. “In virtualized infrastructures there is constant 

change at the infrastructure layer as VMs move from 

server to server or resources are reallocated. The tech-

nology has to understand that pooled infrastructure and 

respond effectively to it.” 

Tools such as vCenter and Microsoft’s System Center 

are a lot better at that level of management than they 

were a year or two ago, but are still focused too much on 

one vendor’s products, and too much on the virtual rather 

than the physical, to be as much use as they should be, 

Staten says. 

Within their own arenas, they are much more effective 

than tools that haven’t evolved specifically to manage 

VMs, however, he says. 

5. Giving up on chargeback
One of the most effective tools to prevent sprawl and 

make cost-justification easier is to put in systems for 

chargeback – calculating and assigning the cost for the IT 

resources each business unit uses, rather than letting all 

the costs fall into one big pot, Smoot says. 

“In the physical world a lot of companies could use 

the process of procurement to keep control of the envi-

ronment because it took time to get the approvals and 

get the hardware and do configuration,” Smoot says. “Re-

questing a virtual machine is very easy, so if you’re not 

relying on a level of process maturity that takes into ac-

count being able to efficiently monitor capacity and usage 

of pooled resources, often you might end up with these 

kinds of sprawl.” 

That’s probably true, Olds says, but very few companies 

actually follow through with that. More than three-quarters 

of companies responding to his research said payback on 

virtualization was important – but only about half kept 

specific track of cost/benefit data, and only about one in 

five reported those to upper management. 

“We didn’t see a lot of chargeback going on,” Olds says.•

The key difference between a physical IT environment and a virtualized one is the  
volume and frequency of change within the virtual infrastructure, which is not only 
too much work to keep up with efficiently by hand, but also goes against the traditional 
view of how data center managers view the systems they manage. 

Change is 
good?
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Virtualization Resources

Use our interactive calculator to 

determine the approximate savings in 

hardware and power costs you could 

see after virtualization.

Try it now >>

Hear how CDW helped one customer 

create a virtual desktop infrastructure 

to centrally manage desktops, reduce 

costs and maintenance time and 

improve recovery time.

Watch now >>

A reference guide to help you maxi-

mize your enterprise network infra-

structure. Covers server, client and 

storage virtualization, as well as data 

center and network optimization. 

Download >>

A case study on a Queensborough 

Community College infrastructure 

optimization project that resulted in 

savings of time, money and energy. 

The strategy included server virtual-

ization and consolidation, storage 

virtualization and upgrades to data 

center power protection and manage-

ment systems. 

Download >>

A Gartner research note that outlines 

the recommended changes to your 

security infrastructure as you move 

from virtualization to the cloud. 

Download >>

Virtualization 
Savings  
Calculator

Client  
Virtualization. 
Solved.

Virtualization 
and  
Infrastructure 
Optimization

Rethinking the 
Data Center

From Secure  
Virtualization  
to Secure  
Private Clouds

Tips and tools

http://resources.cio.com/show/200003337/00321190037527CIO6S20HQCE3Q/
http://resources.cio.com/show/200003339/00321190037526CIORFFY0G7RI1/
http://resources.cio.com/show/200003307/00321190037529CIO2ARFM5YGSZ/
http://resources.cio.com/show/200003308/00321190037528CIOYAZPLI30UF/
http://resources.cio.com/show/200003309/00321190037525CIO7TBMLWUXUR/
http://ad.doubleclick.net/clk;241010470;63765897;j;pc=[TPAS_ID]

