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Public Cloud vs. Private Cloud: 
Why Not Both? 
By Beth Schultz • Network World 

As cloud computing moves from hype to reality, certain 

broad trends and best practices are emerging when it comes 

to the public cloud vs. private cloud deployment debate. 

Anecdotally and from surveys, it’s becoming clear that 

most enterprises are first looking to the private cloud as a 

way to play with cloud tools and concepts in the safety of 

their own secure sandbox. 

For example, a recent Info-Tech survey shows that 76% 

of IT decision-makers will focus initially or, in the case of 

33% of respondents, exclusively on the private cloud. 

“The bulk of our clients come in thinking private. They 

want to understand the cloud, and think it’s best to get 

their feet wet within their own four walls,” says Joe Coyle, 

CTO at Capgemini in North America. 

But experts say a better approach is to evaluate spe-

cific applications, factor in security and compliance con-

siderations, and then decide what apps are appropriate 

for a private cloud, as well as what apps can immediately 

be shifted to the public cloud. 

Private cloud oftentimes is the knee-jerk reaction, but 

not necessarily the right decision, Coyle adds. “What 

companies really need to do is look at each workload to 

determine which kind of cloud it should be in. By asking 

the right questions around criteria such as availability, se-

curity and cost, the answers will push the workload to the 

public or private, or maybe community, cloud,” he says. 

Certainly before moving data to the multitenant public 

cloud, enterprise IT executives want assurances about the 

classic cautions around security, availability and account-

ability of data, agrees John Sloan, lead analyst with Info-

Tech Research Group, an IT research and advice firm. 

“But I stress, those are cautions and not necessarily 

red flags. They’re more like yellow flags,” he says. That’s 

because what will assure one company won’t come near 

to placating another, Sloan adds. 

Company size and type of business make a difference. 

He uses availability as an example. “If you’re at a small-

er company and don’t have an N-plus data center, then 

In-depth

Many enterprises are looking at private cloud as first 
step, but experts urge an approach that incorporates 
all cloud options
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three-nines availability might be good enough for what 

you run and, in fact, it might even be better than what you 

can provide internally. So from that viewpoint, a public 

cloud service will be perfectly acceptable,” Sloan says. 

“But if you’re at a larger enterprise with a large N-plus 

data center and you’re guaranteeing five-nines availability 

to mission-critical or core applications, then you’d dismiss 

the public cloud for your most important stuff because it 

can’t beat what you’ve already got,” he adds. 

And just as public vs. private doesn’t have to be an ei-

ther/or proposition, there are still other models, such as 

hosted private cloud or hybrid cloud, that provide additional 

options and flexibility for companies moving to the cloud. 

If you have major security and privacy issues, and you 

don’t want to build your own private cloud, a virtual pri-

vate cloud, your own gated community within the public 

cloud universe, is an option. 

That model turned out to be the right answer for United 

Capital Financial Partners, a fast-growing national part-

nership of private wealth counselors. 

“When we started looking, we thought, OK, we need a 

cloud — everybody says we need one. That’s the word,” 

says Brandon Gage, senior vice president of technology at 

the 250-person Newport Beach, Calif., company. 

But the more Gage investigated the idea of building a 

private cloud, the less feasible the idea became, he says. 

“The level of expertise we would have needed in-house to 

make this happen doesn’t make sense for a company of 

our size, and it doesn’t even make sense for our roadmap 

for the next three to five years. What we really needed was 

a partner that’d already done all the heavy-lifting, had a 

SAS-70 data center audit, reference customers and could 

deliver the experience our users deserved,” Gage says.  

Now United Capital stores its data in a virtual private 

cloud, located at a collocation facility, using a file-man-

agement and collaboration service from Syncplicity. 

“I’m not going to lie. This makes me look like a rock star 

– our cost-savings have been that incredible, in the 65% 

to 70% range, and we’re only in year one,” Gage says. 

“Plus,” he adds, “users report a much better experience 

getting at their data and, since we’re getting rid of servers, 

my IT guys aren’t running around all day logging in and 

making sure this or that got fixed.” 

Taking a different tack is the University of Texas MD 

Anderson Cancer Center in Houston, which has a private 

cloud, and has no intention of ever moving to the public 

cloud because of security and patient privacy concerns. 

Lynn Vogel, vice president and CIO at MD Anderson Can-

cer Center, says, “If I made the decision to put patient data 

in a public cloud and there’s a breach, then the patient is 

much more likely to go after me as the person who made 

“I’m not going to lie. This makes me look like a rock star – our cost-savings have been 
that incredible, in the 65% to 70% range, and we’re only in year one.”

— Brandon Gage, senior vice president of technology, United Capital Financial Partners
American idol

http://www.cio.com
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the decision and my institution than an Amazon or Micro-

soft. They’d get wrapped up with those guys for years,” he 

says. “So we have a significant security concern that really 

moves us away from thinking about public cloud resources.” 

What’s more, he suggests, a public cloud provider’s profit-

ability consciousness could conflict with how much it’d be will-

ing to spend on data protections. “Public cloud companies are 

in the business to make money, as they should be. That’s en-

tirely appropriate, but ... if anyone is taking shortcuts to protect 

the bottom line, I don’t want to be in the middle,” Vogel says. 

Still, additional Info-Tech survey data shows that most en-

terprise IT executives expect some sort of future in the public 

cloud, Sloan says. When asked where they see public cloud 

services in the next three to five years, for example, 70% of 

IT decision-makers said it’ll indeed be a place where select 

data, applications and processes are located. 

Variations on a Cloud
Vimeo, an online-video sharing site, finds great value in 

getting infrastructure as a service (IaaS) from Amazon 

Web Services (AWS). The scalability and on-demand cost 

model available with AWS Elastic Compute Cloud (EC2) 

and Simple Storage Service (S3) work well for the up-and-

down nature of the workloads it’s placed in the cloud, says 

Peter McArthur, director of backend engineering for the 

New York company, a subsidiary of Internet company IAC. 

At one time Vimeo relied exclusively on a managed 

hosting service, but about three and a half years ago it 

moved its Web site infrastructure into an internal IAC data 

center and all of its video transcoding and uploading ser-

vices onto EC2 and S3. 

“We started with EC2 because it was so simple. We could 

sign up with a credit card and we didn’t have to do much 

work in the way of forecasting,” McArthur says. “At the time, 

the difference between our peak and off-peak transcoding 

volumes was huge, and so scalability was critical.” 

Vimeo today uses between 150 and 200 EC2 instances 

during peak hours and roughly 90 off-hours, to support 

transcoding and uploading of tens of thousands of videos 

each day, McArthur says. “We love it.” 

Vimeo’s video workloads, however, don’t engender con-

cern over matters such as data privacy and information 

security – two of the biggest inhibitors to public cloud use. 

And there are companies that see their future exclu-

sively in the public cloud.

Such is the case at AMAG Pharmaceuticals, which is work-

ing to offload all applications and data to the public cloud. 

And when AMAG encounters an application whose security 

requirements make it inappropriate for the public cloud, they 

use an external or hosted private cloud, says Nate McBride, 

executive IT director at the Lexington, Mass., company. 

Coyle sums up the private-public dilemma this way: “If 

an enterprise really looks at bringing its technology envi-

ronment to the cloud, it’s almost 100% going to end up 

with some sort of hybrid, if it really wants to do it right.” 

Schultz is a longtime IT writer and editor.

http://www.cio.com
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At this point in the evolution of cloud computing, the public 

cloud is probably not IT’s first choice when it comes to core 

enterprise workloads. But there’s still a place for public 

cloud services, and it’s up to IT to determine what that is. 

Standing pat or ignoring the cloud isn’t going to cut 

it, especially when application developers and groups 

running specific business apps are moving to the cloud, 

with or without IT knowledge and approval. 

“We’ve all heard anecdotally that there’s a lot of cloud 

going on at companies that IT doesn’t know about, but 

can find through procurement or by going through peo-

ple’s expense reports,” says John Barnes, CTO at Model 

Metrics, a cloud services firm that helps companies with 

their Amazon, Google and Salesforce.com deployments. 

At one time, Barnes says, it was quite possible for 

Model Metrics to roll out Salesforce.com for a company 

without IT ever knowing. But that’s changing, as “CIOs want 

to take control and put their stake in the ground,” he says. 

But first, CIOs need to get more comfortable with the 

different types of public cloud services available, to under-

stand the differences and then figure out how each can best 

supplement what IT already is doing internally, experts say. 

Scenarios for Public Cloud Usage
A public cloud service can provide a cost-effective, no-

hassle introduction to a business service that’s currently 

missing in an IT portfolio, provide an alternative when an 

outdated app needs a refresh, and provide extra com-

pute, storage or development capacity when needed. 

Enterprise IT executives are starting to take advantage 

of software-as-a-service (SaaS), for example, to clear out 

their application backlogs, Barnes says. 

“Instead of being the roadblock and having the busi-

ness upset with them, they’re looking at that backlog 

and their roadmap and picking point SaaS providers for 

the applications it doesn’t make sense for them to do in-

ternally, like e-discovery or time and expenses,” he says. 

“Even if you’re going down a private cloud route, you can 

pick off things that aren’t core to the business, buy a nice 

SaaS offering, and meet some people’s needs,” he adds. 

For larger enterprises, the public cloud’s appeal is “at 

the edge,” providing an entry point to new services or a 

refresh for the old, agrees Mark White, CTO for Deloitte 

Consulting’s technology practice. Analytics, e-mail and 

Roadmap to the Public Cloud 

Key criteria for deciding how to get started  
with public cloud services

By Beth Schultz • Network World

In-depth

http://www.cio.com
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sales force automation are increasingly popular public 

cloud starting points for larger enterprises, White says. 

On the other hand, small and midsize companies 

are approaching public cloud services on a more all-out 

basis, he adds.

Research from IDC bears this out.

“When we look at the industries that are using the 

public cloud, most of the companies therein don’t have 

enormous investment in applications or infrastructure 

already. So they tend to be smaller, midsize companies 

and the verticals that are either late adopters to new 

technologies or that don’t necessarily have the margins 

to reinvest in larger platforms. They’ve been paper-based, 

and slow to move, and don’t have so many security 

or regulatory concerns,” says Ruthbea Yesner Clarke, 

program manager for Services Vertical Views research at 

IDC, which recently released its revenue forecast for U.S. 

public IT cloud services through 2014. 

Clarke notes, for example, that a lot of public cloud 

activity crops up in the professional services vertical, 

where data security requirements aren’t as stringent as 

banking or retail. 

In general, SaaS is quite mature as far as the public 

cloud goes, says Clarke, citing IDC research showing that 

applications account for 52% of public cloud service 

revenue in 2009. Over the five-year forecast period, 

however, that share will drop to one-third of market rev-

enue as interest in infrastructure-as-a-service (IaaS) and 

platform-as-a-service (PaaS) picks up. 

IaaS use, in particular, will blossom, she says. “We’ll 

see a 50% compound annual growth rate through 

2014, compared to a 12.5% CAGR for applications – 

although those will still hold the largest percentage of 

the market.” 

Money, Speed and Specialization
There are three basic reasons to consider public cloud 

services, White says. The first is economic, with pay-as-

you-go pricing weighed against upfront capital outlays 

and on-premises commitments. 

“Would your business case benefit from an OpEx vs. 

a CapEx model?” he asks. If so, that’d be one reason to 

look into public cloud services. 

The second reason to pursue public cloud opportuni-

ties is speed to solution, White says.

“If your business case needs a solution in days to 

weeks vs. weeks to months, then public cloud is your 

choice. There you have the ability to subscribe quickly, 

as quickly as it takes to make an American Express 

transaction on the Internet,” he says. 

The third reason is access to specialized or pooled 

resources, White says.

Companies [that] don’t have enormous investment in applications or infrastructure already.   
They tend to be smaller, midsize companies and verticals that are either late adopters to new  
technologies, or that don’t necessarily have the margins to reinvest in larger platforms. 

Who uses the 
public cloud

http://www.cio.com
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Rather than hiring an Oracle database architect, a 

company might instead choose to subscribe to a public 

cloud service, for example. “Behind that provider will be 

a database architect working on your behalf as needed 

and you can pay as you go that way rather than investing 

in personnel,” White says. 

Such considerations have turned Schaeffer Manufac-

turing, a midsized maker of specialized motor oils, fuel 

additives and specialty products, directly into the cloud, 

says Will Gregerson, CFO with the St. Louis company. 

“We’ve pretty much ‘clouded out’ all of our computing 

needs,” he says. 

From a SaaS perspective, that includes its ERP ap-

plication, which the company now gets as a service from 

NetSuite. The SaaS application replaces a 25-year-old, 

IBM AS/400-based ERP system that had turned into a 

huge pain point, Gregerson says. 

“We had come to the realization that we’d created this 

long before all the cool stuff of today and it hadn’t been 

designed with scalability in mind. We couldn’t add in 

electronic data interchange, electronic bill pay or e-mail-

ing for customer documents like invoices,” he says. “The 

system was holding us back from continuing to grow.” 

Updating that system would require complete rewrites 

of some pieces, which would have meant hiring devel-

opers at a high cost. “We opted to look elsewhere and 

decided on a cloud service,” Gregerson says. 

The impact has been dramatic, Gregerson adds, citing 

a 50% cycle-time reduction in order processing and a 

10% increase in business, but with three fewer people.•

More than half have built an on-premises internal cloud for specific applicatons.

Fully 46% have shifted some applications to SaaS.

A third have shifted some applications to a service provider that hosts them in a 
public (shared) cloud.

Slightly more than one-fifth have shifted some applications to a service provider 
that hosts them in a private (dedicated) cloud.

Nearly 2 out of 5 are planning to shift some applications to a service provider that 
hosts them in a private (dedicated) cloud.

One-third plan to shift some applications to SaaS suppliers

Some 30% are planning to build an on-premises internal cloud for specific applications.

Another 30% are planning to shift some applications to a service provider that hosts 
them in a public (shared) cloud.

Of those respondents with at least one application or a portion of  
their organization’s computing infrastructure in the cloud:

Of those respondents that plan to use cloud-based applications  
and/or a portion of their computing infrastructure in the cloud:

Survey

Public vs. Private Divisions Network World surveyed 276 IT execs on their cloud plans. Here are some of the key findings.

http://www.cio.com
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Take the Fast Track to Private Clouds 

If you’re interested in achieving the benefits of a private 

cloud, but aren’t sure you want to devote the time and 

resources to build one from scratch, there is an alterna-

tive – cloud-in-a-box. 

Integrated cloud stacks, available from companies 

such as Cisco, Dell, HP, IBM and VMware, can help enter-

prise IT  implement private clouds post haste. These cloud 

stacks provide cloud building blocks pre-packaged and 

ready for launching on demand. 

“We’re talking about either pure software or packaged 

hardware and software solutions that instantiate infrastruc-

ture as a service – meaning, when you turn the system on, you 

immediately can do some provisioning of virtual machines, 

virtual disks and virtual networks,” says James Staten, vice 

president and principal analyst with Forrester Research. 

Converge, Then Box Up
Cloud-in-a-box solutions have evolved out of converged 

infrastructure products companies such as Cisco, with 

its Unified Computing System, and HP, with BladeSystem 

Matrix, rolled out in 2009. To those architectural under-

pinnings, cloud-in-a-box products add in the management 

finesse so critical for successful cloud implementations. 

“Self-service portals; metering; some billing, perhaps; 

dynamic workload management; image libraries – these 

are the core components you’d want to find in cloud-in-a-

box,” Staten says. 

Forrester recognizes about a half-dozen products as 

true cloud-in-a-box. On the hardware and software side, 

its short list includes HP CloudSystem, Dell Virtual In-

tegrated System, Cisco’s cloud infrastructure and IBM 

CloudBurst. BMC Cloud Lifecycle Management, Cloud.

com CloudStack, Microsoft Hyper-V Cloud and VMware 

vCloud are software-based examples, Staten says. 

“They’re all pretty much first generation and are still 

maturing, but they’re all very capable,” he adds.

Accelerating Change
ManTech International, a provider of technology for na-

tional security programs, uses IBM CloudBurst for a pri-

vate cloud that gives its 350 developers instant access to 

varied IT resources as needed. 

“We had been in a situation where developers all had their 

own workstations that would need to be configured for what-

ever particular project they were working on at any given time. 

It was very labor-intensive; systems administrators would 

have to come out and reload machines any time developers 

changed projects, say if they went from a Windows to a Linux 

project. Plus the sprawl had gotten out of control,” says Mitch 

Daniels, IT senior scientist with the Fairfax, Va., company. 

By Beth Schultz • Network World 

In-depth

Integrated cloud stacks from key vendors make it 
easy to spin up a private cloud

http://www.cio.com
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“We wanted to consolidate our infrastructure and put 

some controls in, and we knew we potentially wanted to 

use a cloud-type technology to do that,” he adds. 

Weighing available options at the time, ManTech de-

cided on the IBM CloudBurst, which allowed the com-

pany to “kill two birds with one stone,” Daniels says. 

“It gave me the software solution I needed to do the 

auto-provisioning, the virtual desktop management, and 

all of those types of things and, at the same time, let 

me move developers off individual boxes to the blade 

infrastructure,” he explains. 

Nearly one year into its implementation, all is good, 

Daniels says.

“We rolled it in, connected the network, plugged in the 

power – and we were up and running,” he says.

Daniels is exaggerating, of course – but the implemen-

tation was almost that painless, he says.

ManTech uses external EMC storage, but “everything 

else is out-of-the-box CloudBurst – no customization what-

soever,” Daniels says. 

IBM came onsite and spent roughly one week configur-

ing and testing the CloudBurst hardware and software. 

Then it spent another few days on training, Daniels says. 

“At the end of two weeks, it handed us the keys.” 

He calls it a “tremendous success” that the devel-

opers love and that has allowed him to reassign two 

staff members from systems administration to mission-

critical development. 

ManTech has been so pleased with CloudBurst, Daniels 

adds, that it’s now deploying the cloud-in-a-box to support 

a 12,000-seat IBM Lotus Sametime collaborative environ-

ment at one client, as well as delivery of mission-critical 

applications within a classified enclave for another client. 

As the ManTech example shows, “cloud-in-a-box solu-

tions are accelerants for automation and standardization, 

and frankly the market needs a kick in the butt in this 

regard,” Staten says. “We encourage people to look at 

cloud-in-a-box. It’s much easier to take one of these solu-

tions and learn from how it was integrated than to try to 

build a cloud from scratch yourself.” 

An Educational Opportunity
Other cloud watchers offer a cautionary note when it 

comes to cloud-in-a-box.

“Unless you nail it right, which is unlikely, don’t try 

to use cloud-in-a-box as the platform for growing your 

complete cloud infrastructure. It’s unlikely to meet your 

expectations or needs over the long term ... so while you 

might get some fun technology out of it, eventually it’ll be 

stuck in the corner somewhere with lights and disks but 

doing nothing,” cautions John Treadway, global director 

of cloud solutions at Unisys, which provides a cloud strat-

egy advisory service as well as cloud solutions, including 

cloud-in-a-box. 

But Staten says he doesn’t see this happening.

The cloud-in-a-box an enterprise chooses likely will 

share underlying hardware with the existing production 

environment, plus “the software that makes up a cloud 

system will include the automation tools that a customer 

would already have or would likely introduce over the next 

couple of years anyway,” he says. 

“And even if a company chooses not to turn on the self-

service portal, the metering or the billing or chargeback 

but uses the rest of the system, it’s already become much 

more efficient, automated and standardized ... and that’s 

really good for corporate IT.”•

http://www.cio.com
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Cloud Storage a Steep Climb

It’s been nearly five years since Amazon introduced its 

groundbreaking Simple Storage Service – or S3, as it’s 

more commonly known. But despite that offering’s track 

record, many enterprise IT executives still struggle with 

the notion of using cloud-based storage services to hold 

their corporate data. 

Whether they’re in manufacturing, finance, health-

care or education, IT professionals are as concerned 

as ever about data security and privacy, with regulatory 

compliance weighing heavily on their minds, so they 

fret about sending data offsite. Likewise, they wonder if 

performance will be adversely affected if there’s a long 

distance between an application and its storage site. 

For reasons such as those, “we’re really not seeing 

much willingness to put enterprise data in the cloud 

yet,” says Gartner analyst Adam Couture, who covers 

storage services. 

That isn’t to say that enterprises are shying away from 

cloud storage entirely. Many companies in vertical markets 

of every ilk have found the cloud to be a perfect fit for their 

backup, archival and file data. In other words, the cloud 

makes sense when speed of retrieval isn’t an issue. 

And Couture says the perception of the cloud’s suit-

ability as a storage medium for mission-critical data and 

applications will change over the years, as enterprises 

grow to accept public cloud computing in general. 

“If you’re running Amazon EC2 [the company’s cloud 

computing service] and S3, and the storage is the same 

physical location as the server, latency becomes a nonis-

sue, and you won’t be charged every time you move the 

data, because it’s local,” he says. 

Storage That’s Simple
In fact, you can already find notable organizations using 

cloud storage in a variety of industries. Turning to the 

cloud is a logical move when you’re involved in distribut-

ing a lot of data to a Web site, perhaps with the help of 

a content delivery network. Indeed, prime examples of 

cloud storage users are companies in media, retail and 

other verticals that are accustomed to finagling content 

delivery over the Web. 

“When we think about who’s using the public cloud for 

In-depth

By Beth Schultz • Computerworld

Companies in various vertical industries are  
taking tentative steps towards the savings, and 
risks, of the cloud

http://www.cio.com
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storage, it’s really those like media companies that have 

need for fluctuating storage, and a lot of it. They go to 

the cloud, plop stuff in extra storage that they need for 

a certain period of time – it’s a fluid resource for them,” 

says Ruthbea Yesner Clarke, an analyst at IDC. 

Streaming media is the perfect use case for public 

cloud storage, Clarke adds. 

“That’s extremely storage-heavy. It’s constantly being 

pinged, but it also involves lots of peaks and valleys and 

back-and-forth flow to a main pile of storage,” she says. 

For example, PBS Interactive stores 90% of its stream-

ing video content in the Amazon S3 cloud. “S3 is brain-

dead simple – you put stuff in it and take stuff out of it,” 

says Drew Engelson, chief architect and senior director of 

platform development at PBS in Arlington, Va. 

In PBS’s case, S3 is the origin server for media assets 

that get delivered via Amazon’s CloudFront content deliv-

ery network. “We put the high-bit-rate original files on S3 

for permanent storage and for ingestion into transcoding 

workloads. So we’ll drop a high-bit-rate file into a particu-

lar S3 bucket that is being monitored by a transcoding 

service,” he says. “The transcoding service will pick up 

that high-bit-rate file, transcode it into our final output 

format and drop those into a different S3 bucket. From 

there we can deliver those files through CloudFront.” 

It would have been possible, but difficult, to stream 

video content using a traditional infrastructure, according 

to Engelson. “We’re a media organization, with a goal of 

delivering as much PBS content to end users as pos-

sible. We’ve simply found that this is one way that makes 

it easier to do that,” he explains. 

Success stories like that have helped generate inter-

est in public cloud storage, says Couture. After all, the 

model does come with considerable positives – scal-

ability up and down, pay-by-use pricing, vendor-provided 

management, and software agnosticism. Those qualities, 

of course, are particularly appealing to lean start-ups 

and small and midsize companies, he says. 

Gartner is projecting 100% year-over-year growth in 

public cloud storage services for the next five years – 

though Couture points out that that’s starting from a 

minuscule base. For 2011, Gartner projects that cloud 

storage revenue will hit $150 million to $200 million. 

“That isn’t an extensive neighborhood,” Couture says. 

For example, financial services companies, by nature 

conservative, generally aren’t going to put customer-

specific data in the cloud, says Andrew Reichman, an 

analyst at Forrester Research. But then again, he adds, 

they tend to be big companies with the wherewithal to 

build their own data centers cost-effectively and there-

fore have less of a need to use the public cloud. 

“When we think about who’s using the public cloud for storage, it’s really those like media 
companies that have need for fluctuating storage, and a lot of it.  They go to the cloud, plop 
stuff in extra storage that they need for a certain period of time – it’s a fluid resource for them.”

— Ruthbea Yesner Clarke, analyst, IDC

Data ebb  
and flow
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When you consider public cloud storage in terms of ver-

tical industries, you have to think about security and risk, 

says Reichman. “Public cloud storage is certainly getting 

a lot of attention,” he says. “But the questions are about 

where it can fit down the road. It’s not a ready-to-go thing.” 

Whether public cloud storage providers thrive or 

wither away may depend on how well they understand 

two things, Reichman says: how companies in different 

industries use data, and how important it is for those 

companies to keep their data secure. 

A new crop of cloud providers, including Nasuni, 

Panzura and StorSimple, have developed gateway storage 

products designed to be flexible enough to accommodate 

enterprises’ varying storage needs. In essence, these 

vendors enable users to build hybrid clouds, using local 

caches for data that is used frequently, must be accessed 

quickly, requires tight security or is otherwise unsuited for 

the cloud, while sending the rest out to public storage. 

“If a service provider can say, ‘We know your workflow. 

We know how you deal with your customers. We know 

that this data is sensitive and that data is not, and we 

propose to do a better and cheaper job of holding the 

nonsensitive data for you,’ then it’s much more viable 

for that company to say, ‘This offering will meet your 

needs,’” Reichman adds. 

Data management service provider Iron Mountain, for 

example, has added an onsite storage option to supple-

ment its Digital Record Center for Medical Images, a 

cloud storage service for medical data. The combination 

gives healthcare organizations greater flexibility in crafting 

their access and backup processes, says Iron Mountain. 

But while many providers claim that their offerings en-

able compliance with specific regulatory mandates, there 

are few cloud storage services that are truly oriented to spe-

cific vertical industries, according to Reichman. “It would 

be hard for me to say that there is any major vertical where 

core applications are moving to the cloud yet,” he says. 

Cloud Pays Off for Accounting Firm
“Like everybody else, our storage needs are very diverse, 

and there are many different reasons for putting data in 

the cloud or not,” says Peter Henley, CIO at Clark Nuber, 

a Bellevue, Wash.-based accounting firm. 

For example, the company has solved version-control 

problems since it started using the cloud to store data 

that Clark Nuber accountants and clients closely collabo-

rate on, he says. The firm keeps its data in Amazon’s S3 

cloud and has a file-sharing application from ShareFile 

on the front end. That setup has been a huge hit with 

users, according to Henley. 

“We tried a highly collaborative portal, where we’d 

have contact lists, calendars, tasks and all that, but no-

body used it – and we still needed to collaborate on file 

storage, or file manipulation,” he explains. “We needed 

a place where everybody could go, and this is so simple. 

People see a file, they download the file, they put it back 

and we pick it up.” 

When Clark Nuber was deciding on a file-sharing pro-

vider, security was a prime consideration. “We needed 

a provider that was large enough – certainly larger than 

us – with volume on its side so it could afford a much 

more secure data center than we could,” says Henley. 

“Security was an easy call, actually. Security is going to 

be much better at a place like Amazon than it is at Clark 

Nuber – we don’t have armed guards outside our server 

room, if you get my point.” 

Clark Nuber clients who want data security assur-

ances can get a SAS 70 audit report from Amazon, as 

well as statements from ShareFile and Clark Nuber itself 

http://www.cio.com
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on their roles in the security chain. “They’re all different. 

ShareFile and Clark Nuber don’t provide physical secu-

rity for the data; Amazon does that. Clark Nuber doesn’t 

provide any management of how the data gets to brows-

ers; ShareFile does that. Neither Amazon nor ShareFile 

assigns users or has access to passwords; Clark Nuber 

does that,” Henley explains. 

Because Clark Nuber doesn’t audit public companies, 

it doesn’t have to take into account U.S. Securities and 

Exchange Commission mandates. But it does anyway, 

Henley says. For example, it ensures that data is encrypt-

ed while in transport and locked down while at rest, and 

it can assess audit logs should a breach occur. 

Use of cloud-based file-sharing was once a competi-

tive differentiator among accounting firms, but that’s not 

necessarily the case anymore. “Everybody’s getting into 

this now,” says Henley. 

Education Group Goes Off-Campus
For WhippleHill Communications, which provides a host-

ed Web communications platform for private schools, the 

need for a better backup strategy led to the cloud, says 

Doug Smart, IT manager at the Bedford, N.H., company. 

Today WhippleHill backs up critical data using a 

public cloud backup service from Zetta. The company 

had been backing up those files to disk and storing them 

in a different building on the corporate campus, Smart 

says. “We decided that really wasn’t offsite enough for 

data like our source code, documentation and Wikis. 

We needed to get those out of here, and Zetta made it 

easy,” he adds. He points out that Zetta helped Whipple-

Hill write automated backup scripts and that it offers 

Windows sync capabilities and support for a wide variety 

of file system protocols – including Secure Shell FileSys-

tem, which WhippleHill uses for Linux server backups. 

Still, Smart says he’s not ready to entrust highly sensi-

tive data, such as human resources information or credit 

card numbers, to cloud storage. And he wouldn’t change 

his mind on that before thoroughly investigating Zetta’s 

policies and procedures for ensuring that its customers 

can meet mandates such as those of the PCI Security 

Standards Council. “Frankly, I haven’t talked to Zetta 

about encryption on its end, because it hasn’t been 

important for what we’ve got out there now,” says Smart, 

noting that the data is encrypted across the wire and 

protected by passwords. 

Local Government Alleviates Risk
Brian Moynihan, IT director for Clinton, Mich., a small 

town 20 miles northeast of Detroit, faced similar data 

storage decisions. 

“Of course, we do the industry-standard backups, with 

Use of cloud-based file-sharing was once a competitive differentiator among 
accounting firms, but that’s not necessarily the case anymore. “Everybody’s 
getting into this now.”

— Peter Henley, CIO, Clark Nuber

Everybody’s  
doing it
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multiple copies on RAID drives and online storage in 

vaults. But ultimately we realized the township in and of 

itself is a centralized location. No matter how many cop-

ies of data I have in buildings around the township, in 

the face of a natural disaster, we still have a single point 

of failure in terms of our stored data,” he says. 

A year and a half ago, Clinton’s steering committee 

began exhaustive discussions about how best to address 

that problem. It eventually decided to turn to public 

cloud storage, but at that time the most readily available 

options were consumer-oriented offerings from Carbonite 

and Mozy, Moynihan says. 

Encryption should help relieve any concerns about 
security and compliance that IT professionals might 
have when they’re contemplating public cloud storage 
use, experts say. 

“If the data is all encrypted and the keys are managed 
by the enterprise, then the company is pretty much 
protected from privacy regulations like PCI and HIPAA,” 
says Ted Ritter, an analyst at Nemertes Research. 
“Physical location of the data might come into play for 
some companies, but really the key is to encrypt.” 

Gartner analyst Adam Couture agrees. “I’ve seen 
companies say, ‘Oh, we’re HIPAA-compliant and so our 
cloud storage provider needs to be HIPAA-compliant, 
too. But HIPAA says nothing about the architecture of 
the storage itself,” he says. “It’s really loosey-goosey.” 

What that means, according to Couture, is that regula-
tory concerns might affect a cloud storage decision, 
but the No. 1 trepidation is really security. “And for 
that, all I can say is if you’re going to put stuff out 
there, you’d better encrypt it. And then at the end of 
a retention period, throw away the encryption keys,” 
he says. “Your data might still be sitting out there on 
Amazon, but it’s unusable” if it’s encrypted. 

Amer Khan, senior vice president of product manage-
ment and development at eGistics, a Dallas-based 
provider of hosted document management software, 
agrees that it’s important to encrypt data. A user of 
AT&T Synaptic Storage as a Service, eGistics encrypts 
its data locally and as it moves into the storage cloud. 

The company also checked out AT&T’s data centers 

prior to committing to using its cloud storage service. 
“AT&T is SAS 70 Type II- as well as PCI- and HIPAA-
compliant. Those are important to us,” Khan says. 
“Historically, all the data was under our control and 
management. As we give that up, we have to make 
sure all the same types of controls are in place and 
that we’re not dropping the level of security on that 
data. That’s paramount to our customers.” 

At eGistics, the decision to use cloud storage was part 
of a move to cloud computing in general; it also uses 
AT&T Synaptic Hosting. That’s not uncommon, says 
Ritter: “First you make the decision to do cloud com-
puting, then you figure out how to handle the storage.” 

— Beth Schultz

Encrypt Data Stored in the Cloud

http://www.cio.com
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“We began investigating what it would take for us to 

do honest-to-goodness cloud-based offsite storage but 

didn’t initially find anything that provided a real good fit 

for what we wanted to do, which was to have an archived, 

easily accessible offsite copy of our data,” he says. 

Then officials discovered AT&T Synaptic Storage as a 

Service, a pay-as-you-go storage option that was par-

ticularly attractive to the revenue-strapped municipality, 

Moynihan says. Although the township hasn’t yet begun 

using the Synaptic service (Moynihan says key munici-

pal decision-makers move at a glacial pace), it intends 

to rely on it for daily system backups and operational 

backups of financial management applications and other 

systems used on a day-to-day basis. Later, it will use 

Synaptic for long-term archiving of documents such as 

death records and property deeds that must be acces-

sible, essentially, forever. 

With the daily system and operational backups, 

Moynihan says, compliance isn’t an issue. But the steer-

ing committee has concerns about the archiving. While 

the Freedom of Information Act requires that much of the 

township’s historical data must be readily accessible, 

“that doesn’t mean we want to publish everything openly 

on the Web,” he says. 

When choosing a public cloud storage provider, 

Moynihan says, officials had to consider where in the 

world the data might be kept. “For emotional and politi-

cal reasons, people here don’t want our data across 

borders,” he explains. 

For example, he had to rule out Google’s cloud stor-

age offering because the company couldn’t guarantee 

that the township’s data would be stored on domestic 

servers. AT&T, on the other hand, identified the specific 

data center that would hold Clinton’s data – and it said 

the information would be encrypted. 

Pharmaceutical Firm  
Trusts the Cloud
At AMAG Pharmaceuticals, storage is part and parcel 

of a cloud computing strategy aimed at reducing IT 

costs and optimizing business capabilities. The Lexington, 

Mass., biopharmaceutical company uses Amazon’s EC2 

infrastructure and S3 storage services, as well as software-

as-a-service options when possible, says Nate McBride, 

executive director of IT. “We’re moving all of our storage to 

that environment, in two buckets – for files and e-mail,” 

he says, noting that the company uses Egnyte’s Cloud File 

Server on the front end for files and Google and Postini 

systems for storage and archiving of e-mail. 

McBride dismisses common concerns about cloud 

storage, saying he trusts the vendors to provide better 

data security than his small organization, and he notes 

that AMAG is in compliance with all relevant federal 

and state mandates, including the Sarbanes-Oxley Act. 

Simplistically speaking, he says, it’s done by not linking 

AMAG and its personnel with the respective data types. 

For public cloud storage users like McBride and PBS’s 

Engelson, the question seems to be, “What’s the fuss?” 

“Talking about S3 seems so mundane; it really has 

become something that I don’t worry about,” Engelson 

says. “It’s really just an extension of what we do – we 

have to store our data somewhere, and S3 is our stan-

dard for that.”•

http://www.cio.com
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Mitigating the Risk of  
Cloud Services Failure

One of CIOs’ biggest concerns about the infrastructure-as-

a-service model has been the loss of control over assets 

and management that enterprises might experience upon 

moving into a multitenant environment. While analysts and 

early adopters of IaaS offerings have argued that such ap-

prehension is rooted more in fear than fact, Amazon’s re-

cent public data center debacle has given everyone good 

reason to question the reliability of the public cloud.

The two-day outage may not slow the long-term growth 

of cloud computing significantly, but it should cause IT 

decision-makers to take pause. Before rushing into any 

new cloud infrastructure deal, take the following seven 

steps to mitigate the risk of IaaS failure. 

1 Plan to fail 
Develop detailed cloud breakdown scenarios 

and perform recovery run-throughs. “Put your 

risk-mitigation strategy firmly in place before moving into 

the cloud environment,” says Phil Fersht, founder of out-

sourcing analyst firm HfS Research. 

Heather McKelvey, vice president of engineering and 

operations for Mashery, an API management services pro-

vider, agrees. “A lot of people think ‘get it up and run-

ning’ and then we’ll put in the design for failover,” she 

says. “You can’t do that. [Others] assume that a cloud will 

failover to another cloud – or one data center to another 

data center – but there are varying degrees of where prob-

lems can happen, and you need to architect and build for 

all levels of failure in your system, not just the high level.” 

2 Keep some 
expertise in house 
One of the allures of cloud sourcing is the notion 

that you no longer have to maintain internal knowledge of 

the technologies that support as-a-service solutions. How-

ever, captive know-how comes in handy when you need to 

prepare for and react to cloud problems. “I don’t see CIOs 

having much option but to increase in-house knowledge 

of cloud underpinnings,” Fersht says. 

By Stephanie Overby • CIO

Best Practices

Here are seven tips for limiting your risk in the 
event of cloud services failure like the two-day  
outage at one of Amazon’s data centers

http://www.cio.com
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If you lack in-house capabilities, ask your provider for 

help, or consider hiring consultants to create a disaster re-

covery and business continuity plan. “Even a small invest-

ment in third-party risk oversight is worth the investment, 

if it helps negate a potential disaster in the event of a long 

outage,” Fersht says. 

3 Test that plan. 
Then test it again 
“The cloud is the perfect place to test failures 

in a completely staged environment,” says Donald Flood, 

vice president of engineering for Bizo, a business-to-

business advertising network provider and Amazon Web 

Services customer. “You can easily create a staged envi-

ronment that mirrors production and test your systems by 

killing running services and evaluating how your system 

performs under failure.” 

4 Create internal back-up options
It took about two days for Amazon to locate and 

repair the problems at its data center in north-

ern Virginia. But as soon as U.S. Tennis Association CIO 

and Amazon Elastic Cloud Compute (EC2) customer Larry 

Bonfante began to notice application sluggishness, he 

and his team migrated the USTA’s critical systems to their 

own server. IT leaders must maintain internal contingency 

capabilities, Bonfante advises. 

5 Reexamine your 
sourcing strategy 
IT leaders have embraced multi-sourcing, but 

that model can make cloud continuity confusing. “The 

domino-effect ramifications of an outage are very com-

plex to manage and resolve,” says Fersht. For example, 

as more services get built on top of cloud computing 

infrastructures, a seemingly isolated outage can have a 

domino effect, taking down many services or an entire 

application environment, he adds. 

Putting one service integration provider in charge of 

a multi-sourced arrangement will give you “one throat 

to choke” in the event of a failure, according to Fersht, 

but it can also prove problematic. “They are likely to 

develop an institutional knowledge of your IT processes 

that would be very tough to transfer in the future if you 

wanted to maintain a healthy competitive environment,” 

Fersht says. “You need to have your own IT staff get 

smart about how cloud works, or you really do risk po-

tentially losing control over your own IT environment.” 

6 Don’t be cheap
The ROI of redundancy investments skyrockets 

in cloud collapse scenarios. Many of the compa-

“You need to have your own IT staff get smart about how cloud works, or you 
really do risk potentially losing control over your own IT environment.”

— Phil Fersht, founder, HfS Research

Get smart or 
get lost
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nies affected by Amazon’s failure could not – or would not 

– pay to run parallel systems in the cloud. Major Amazon 

Web Services customer Netflix, on the other hand, says it 

experienced no issues because its cloud computing model 

assumed one of the data centers in Amazon’s four regions 

would go down. The company had “taken full advantage 

of Amazon Web Services’ redundant cloud architecture,” 

a Netflix spokesperson told The New York Times.

Critical data should be replicated across multiple avail-

ability zones (Amazon’s term for a regional data centers) 

and backed up or live replicated across regions; active 

servers should be distributed geographically, and there 

should be enough active capacity to shift locations should 

one data center implode, advises Thorsten Von Eicken, 

CTO and co-founder of cloud management vendor Right-

Scale. “Of course all this has costs, so each business 

needs to determine which costs are justified for each ser-

vice being offered,” he adds.

Bizo, for example, runs its services in two availability 

zones in each of the four Amazon regions it utilizes. When 

the eastern region went south last week, the company 

redirected that traffic to the western region.

7 Put your provider on the hook
Make sure your cloud vendors have some skin 

in the game with a contract that ties outages to 

service levels. “If they [CIOs] are subcontracting to a third-

party cloud provider, ensure they are responsible for these 

outages and can’t [absolve] themselves of responsibility,” 

Fersht says.

Stephanie Overby is a freelance writer based in Massa-

chusetts. 
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The Challenges of Cloud Security

Some IT execs dismiss public cloud services as being too in-

secure to trust with critical or sensitive application workloads 

and data. But not Doug Menefee, CIO of Schumacher Group, 

an emergency medicine management firm in Lafayette, La. 

“Of course there’s risk associated with using cloud 

services – there’s risk associated with everything you do, 

whether you’re walking down the street or deploying an e-

mail solution out there. You have to weigh business benefits 

against those risks,” he says. 

Menefee practices what he preaches. As of early 2011, 

90% of Schumacher’s business processes live inside the 

public cloud, he says.

The company uses cloud services from providers such as 

Eloqua, for e-mail marketing; Google Apps, for e-mail and 

calendaring; Salesforce.com, for CRM software; Skillsoft, 

for learning management systems; and Workday, for human 

resources management software. “The list continues to go 

on for us,” he says. 

Yet Menefee says he doesn’t consider himself a cloud 

advocate. Rather, he says he’s simply open to the idea 

of cloud services and willing to do the cost-benefit and 

risk analysis. 

To be sure, the heavy reliance on cloud services hasn’t 

come without a security rethink, Menefee says. For one, the 

company needed to revamp its identity management pro-

cesses. “We needed to think about how to navigate identity 

management and security between one application and 

another living out in the cloud,” he says. 

Identity as a Start
Indeed, rethinking identity management often is the start-

ing point for enterprises assessing cloud security, says 

Charles Kolodgy, research vice president of security prod-

ucts at IDC. They’ve got to consider authentication, admin-

istrative controls, where the data resides and who might 

have access to it, for example. 

“These are similar to what enterprises do now, of course, 

but the difference is that it no longer owns the infrastructure 

and doesn’t have complete access to the backend so it 

needs strong assurances,” he adds. 

Start-ups ServiceMesh and Symplified have addressed 

the need for strong cloud security assurances with offer-

ings aimed at unifying access management. ServiceMesh 

offers Agility Access, for use with its Agility Platform, which 

comprises cloud management, governance and security 

tools and modules, as well as the services managed un-

der the platform. 

Symplified offers Trust Cloud. Built on the Amazon Elas-

By Beth Schultz • Network World

In-depth

New thinking and tools are needed to run application 
workloads securely and store data in the public cloud
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tic Compute Cloud (EC2), Trust Cloud is a unified access 

management and federation platform that integrates and 

secures software and infrastructure cloud services, EC2 

and Web 2.0 applications. 

In its case, Schumacher Group uses the Trust Cloud 

predecessor, Symplified’s SinglePoint, an identity, access 

management and federation service that gives users single 

sign-on access to multiple cloud applications. In addition, 

SinglePoint lets IT rapidly provision and de-provision access 

to all applications in one pass. It’s looking into moving from 

the appliance approach to Trust Cloud, but isn’t committed 

to the idea yet, Menefee says. 

Helping Hand, and Then Some
Beyond technology, the cloud services model gives rise to 

a new way of thinking about Schumacher’s operational re-

sources, Menefee adds. 

“Large cloud providers have teams and departments 

tasked full time, 24/7, to do nothing but protect their cus-

tomers’ sensitive information and to find continuous im-

provements to their security, monitoring, intrusion control 

and so on. As a midsized organization, I don’t have a full-

time, multiperson department focused entirely on security. 

With cloud service providers I feel more secure because I 

get the same benefit as what a Fortune 500 or 100 com-

pany would get with a multitenant, secure environment,” he 

says. And, should a security breach occur, “those teams will 

be more equipped to do a rapid response than my internal 

people would.” 

Certainly with your enterprise data at stake, pushing 

cloud providers to deliver the security you need – and then 

some – is perfectly reasonable. As Forrester analyst Chenxi 

Wang says, “Don’t ever compromise any security goals or 

requirements just because you’re moving to the cloud.” 

Cloud services providers should go the extra mile on 

security provisioning – and enterprises have to hold them 

to it contractually, Wang says. “If a cloud services provider 

says what you want isn’t achievable or that it can’t provide 

evidence, you say, ‘Look, we’ll go to another cloud provider 

or not to the cloud at all,’” she adds. 

Schwan Food, in Marshall, Minn., used that tactic when 

planning a virtual disaster recovery architecture, says Cory 

Miller, senior IT operations manager for the multibillion dol-

lar frozen food company. 

“We told our providers, ‘You are going to use our tools 

and we are going to extend them into your environment,” 

he says. “And I’ll do more of that as I expand more into 

the cloud.” 

The choice is simple, really. Force providers to work 

with what you have or find yourself working with yet an-

other set of security tools and interfaces. Chances are, 

you can even get your security tool vendor to contract with 

the provider, Miller says. 

Along those lines, Reflex Systems, whose virtual firewall 

Schwan uses to secure its virtualized infrastructure, works 

with Computer Sciences Corp. and Savvis. The goal is 

“bringing some consistency to security and management 

when moving between private clouds and public clouds,” 

the company says. 

Schwan fielded solicitations from a number of cloud 

providers interested in working with it as it examined how 

to extend outward, Miller says. However, when it came 

right down to it, not all cloud providers were receptive to 

Schwan’s mandates. The technology match-ups were prob-

lematic for them. 

“With several we turned around and said, ‘We’ll do this 

and if you’re not interested in providing that capability or 

service to us, we’ll go somewhere else and find someone 

who is,” Miller says. However, he cautions, “we’re consid-
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ered very mature in our environment … and I’m not sure 

smaller companies would have that luxury.” 

But even small companies would be wise to look out to 

the future. If you’re building a private cloud today with the 

thought of extending to the public cloud, then knowing what 

security tools your potential provider will or won’t support 

could impact the technology choices you make, Miller adds. 

“You don’t want to have designed your private cloud 

and then find out that the external cloud has such different 

change management or encryption processes, for example, 

that it almost offsets the advantages you have in expanding 

or moving out into the cloud,” he says. 

Getting Tough on Cloud Providers
As cloud services mature, vendors are working on tools and 

services to help – if not outright encourage – enterprises to 

make these sorts of tough demands. 

One such tool is Adaptivity’s Blueprint4IT. With this IT 

design software, an enterprise would be able to create an 

IT security blueprint that takes into account factors such as 

access policies and the sensitivity of data while in transit 

and at rest, as well as the hardware and software compo-

nents needed to keep data flowing securely from the inter-

nal network into the cloud. 

“Take your requirements, generate a blueprint, and hand 

it to your service providers and say, ‘Here’s exactly how we’ll 

be setting up our infrastructure and how you’re going to 

guarantee it on the other side as part of our contract,’” says 

Tony Bishop, founder and CEO of Adaptivity. “Just like you’d 

hand a blueprint to a general contractor and say, ‘Here it is. 

Go build my house.’” 

Or, he adds, enterprises could use Blueprint4IT to assess 

their service providers and help them score the maturity of 

their security architectures. 

This desire of enterprise customers to conduct their own 

assessments of a provider’s security architecture is some-

thing new, agrees Neil Ashizawa, senior manager of HP 

SaaS products and cloud solutions. Such requests aren’t 

widespread right now, he adds, but HP does field them 

from time to time for its SaaS offering and expects to see 

the numbers grow as cloud services use matures. 

Toward that end, HP offers Cloud Assure, which allows 

enterprises to scan and do automated penetration testing 

of networks, operating systems, middleware layers and Web 

applications for vulnerabilities. This allows the enterprise to 

get assurance that the cloud provider of choice will be able 

to carry application workloads securely and keep them safe 

from unauthorized access, Ashizawa says. 

Where There’s a Will …
As enterprises approach the public cloud, what they have 

to remember is that “not every application is going to make 

sense to be done securely in the cloud, but neither is it that 

the cloud can’t be made secure enough for anything,” says 

John Pescatore, a vice president at Gartner. 

Even financial firms, government agencies or other com-

panies with highly-sensitive data such as payment card in-

formation or medical records can find the necessary protec-

tions in the cloud if they look hard enough, Pescatore says. 

“I may say, ‘That type of data can never go in the cloud,’ or 

I might say, ‘How about if I find a way to encrypt the data 

and store it in the cloud?’” 

As an example, he cites a demonstration conducted late 

last year in which the Navy successfully showed it could use 

a commercial cloud infrastructure-as-a-service platform – in 

this case Amazon’s EC2 – to support its requirements secure-

ly. The demonstration included the use of Unisys’ ultra-secure 

access control and security technology, called Stealth. 

Developed for U.S. Department of Defense (DoD) war 
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fighters, the Stealth technology provides data protection for 

Unisys Secure Cloud services. “The name sounds kind of 

cheesy at first but it’s appropriate because it cloaks data 

just like what happens with Stealth planes and now boats,” 

says Jason Noel, vice president of the Unisys global cus-

tomer advisory practice. 

When a cloud user logs in and authenticates to the ac-

cess control mechanism, Stealth figures out who the user 

is and to which community of interest he belongs and with 

what security levels. From there, the user only has physical 

access to participating systems with those security levels. 

Before a packet traverses the server or storage network, 

Stealth uses a patented technology to break it into bits, 

which are then shuffled into three or four “piles.” Stealth 

encrypts each pile separately and then sends them over an 

encrypted link. The process is reversed at the other end of 

the connection, Noel describes. 

Another approach, Pescatore says, is to use dummy 

data in place of sensitive information out in the cloud. “Ap-

plications work fine but sensitive data like payment card 

information or personally identifiable information stays lo-

cal,” he describes. 

Start-up PerspecSys offers this type of functionality, ini-

tially for use with the Salesforce.com CRM cloud.

The PerspecSys technology installs as a proxy server 

through which traffic to and from the salesforce.com do-

main gets routed. PerspecSys intercepts data from sensitive 

fields and keeps it local while sending randomly generated 

replacement values that protect the data while preserving 

the functionality available within the CRM application, ex-

plains Terry Woloszyn, company founder and CTO. 

“We pre- and post process the requests and the results 

to make them look to the cloud user like it’s all in sales-

force.com,” he adds. 

This is an alternative to encryption, which is difficult to 

do with applications, like Salesforce.com CRM, that have 

prescriptive field lengths or which require searching func-

tionality, Woloszyn says. 

Clearly enterprises have much to think about as they 

consider using public cloud services. They’ve got to take 

a risk-based approach, as has Schumacher, with a strong 

focus on the data and what controls are needed.•

http://www.cio.com


23 of 27

Into the Cloud with Confidence eGuide

Public vs.  
Private Cloud

Fast Track to 
Private Clouds

Cloud Storage
a Steep Climb

Roadmap to the 
Public Cloud

Mitigating the Risk of 
Cloud Services Failure

Challenges of 
Cloud Security

How Cloud Computing  
Promotes Business Growth

Resources

How Cloud Computing Promotes 
Business Growth

Coty is growing. 

In the fall of 2010, perfume giant Coty purchased cos-

metics companies OPI and Philosophy, acquired a brand 

out of Germany, bought the sixth-largest makeup manu-

facturer in China and signed Lady Gaga to develop a sig-

nature fragrance. 

“We’re on a serious growth incline,” says Coty Global 

Director of Information Management Carmen Malangone. 

“IT is expected to roll with the punches and perform.” 

InterContinental Hotels Group (IHG) is growing. 

In 2010, IHG opened 259 hotels and relaunched its 

Holiday Inn brand. Five years ago, to support that growth, 

Bryson Koehler, IHG’s senior vice president of global rev-

enue and guest technology, would have been purchasing 

servers, building software and retooling custom business 

processes. Today, he says, “I don’t want to go into the 

data-center-building business.” Or the software business. 

Or the business-process-assembly business. 

Lojas Renner is growing. 

Brazil’s second-largest department store chain, Lojas 

Renner plans to double in size in the next five years. “We’re 

growing faster than ever, and I could not afford to have the 

same lead times I had before to grow the infrastructure, 

expertise and teams,” says CIO Leandro Balbinot. 

Synaptics is growing. 

A touch screens and track pads maker, Synaptics has 

been growing 25% a year for the last three years. “Our 

objective is to stay in front of the market, so we have to 

put more and more money into engineering,” says Senior 

Director of Information Systems David Riley. “We can’t put 

all that money into IT.” 

Do you sense a theme? 

All these businesses need to put time and money into 

growth; they don’t want to invest time or money in IT. And 

that’s why these companies – each in its own way – are 

turning to the cloud. 

A New Value Proposition for IT
While cloud computing adoption has been swift among 

startups and small-to-midsize businesses with little or no 

legacy IT operations, larger enterprises have been slower 

By Stephanie Overby • CIO

In-depth

For Coty, IHG, Synaptics and Lojas Renner, using  
cloud computing is a key part of a strategy to  
expand business operations and increase profits
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to adopt cloud-related services. Selecting the right provid-

ers and services is a gamble when products, pricing and 

performance change daily. Also, companies that have 

large capital investments in custom software or infrastruc-

ture can find it difficult to make a case for scrapping it all. 

Then there are the issues of integration, standardization, 

security and control. 

But when the time is right, the cloud can be the way 

to grow, no matter the size of the enterprise. Not only 

can software as a service (SaaS), infrastructure as a ser-

vice (IaaS) and platform as a service (PaaS) be fast and 

relatively cheap enablers of corporate growth, they can 

enable IT groups to serve the expanding enterprise more 

strategically. “From a corporate growth standpoint,” says 

Mark White, CTO of Deloitte Consulting’s technology prac-

tice, “it frees up time for IT to spend on improvement and 

innovation.” 

IT’s value used to lie in its ability to create, execute and 

manage complex stuff like data centers and software. But 

as those things get offloaded to turnkey solutions, says 

IHG’s Koehler, IT’s value changes. “Cloud allows IT to be-

come the workbench for the business, helping it fine-tune 

the things that enable us to grow.” 

Coty: From Backdoor IT to  
Full-Frontal Cloud
Cloud computing sorta snuck up on Malangone. 

He discovered rogue systems popping up at the cos-

metics conglomerate in early 2009. Business leaders had 

decided to do without the geeks, as Malangone puts it, 

by signing SaaS deals on their own hook and imploring IT 

to make them work. “We realized we had to step up our 

game and bring some real value to the table or risk being 

bypassed and ending up with some pretty big problems,” 

Malangone says. 

Big, indeed. When Malangone joined the company 13 

years ago, annual revenue was $250 million; today it’s $4 

billion. His business counterparts weren’t making a pow-

er play with their backdoor deals; they just needed new 

systems faster than internal IT could provide them. To-

day, Malangone’s looking at cloud options for “just about 

everything.” He’s built a model for evaluating cloud ap-

plications in terms of business requirements. “You can’t 

fool yourself into thinking that SaaS is always quicker or 

cheaper,” he says. Today, Coty is using SaaS for global 

HR, legal and CRM. Malangone has found the cloud to be 

an enabler of IT responsiveness. In 2006, for example, the 

company had 10,000 consumer contacts a year; today it 

has over 100,000. 

“Since we started running SaaS, we don’t even blink,” 

says Malangone. “We make some small changes and 

keep going.” 

Lojas Renner: Timing Is Everything
Balbinot began exploring IT-as-a-service options while di-

rector of IT and information systems for InBev, the bur-

geoning brewery formed by the merger of Brazil’s AmBev 

and Belgium’s Interbrew. Before the company purchased 

Anheuser-Busch in 2008, Balbinot was looking for a SaaS 

provider for collaboration tools. But that’s where his cloud 

adoption stalled. “At that time, it was difficult to find an 

on-demand offering for a mission-critical service,” Balbi-

not says. “And when you’re managing IT and very complex 

governance processes in 32 different countries, convinc-

ing each [geographic region] to implement standard pro-

cesses is very, very hard to do.” 

Fast-forward three years, and the Lojas Renner CIO is 

using a number of SaaS options, including the company’s 

core e-business and retail applications. 

Timing isn’t everything when it comes to cloud in the 
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growing enterprise; it’s the only thing. 

Lojas Renner had worked with several outsourcers 

in the past, but found the relationships too rigid. “You 

couldn’t find the flexibility or scalability you needed. It was 

a six-month process just to figure out how to add some-

thing to the contract,” Balbinot says. “That made it very 

difficult to grow fast.” 

In the past, if Balbinot needed to double the capacity of his 

core systems, it could take 90 days. Now, it takes a week. New 

projects get up and running faster, too. It takes four to five 

days to make a production copy, compared to 45 pre-cloud. 

The trick, says Balbinot, is giving oneself over to the 

vendor’s processes. “You can’t say, ‘Well my process is 

better than yours.’ You have to say, ‘This is the best prac-

tice and I will follow it as-is.’” His IT team members weren’t 

instantly converted, but after a month, they began to buy 

in. “They worried that they were not going to be able to 

manage and deliver the way they are supposed to,” Balbi-

not says. “Now they understand the delivery model.” 

Lojas Renner still has a few legacy systems running in 

its level-five data center. Some, such as the company’s 

proprietary point-of-sale system, Balbinot says he’s un-

likely to move to the cloud anytime soon. “We’d have to 

find someone with more expertise in the system than we 

do.” But he takes cloud into consideration for every new IT 

demand and is currently evaluating local IaaS providers. 

Synaptics: The Need for Speed
When Riley took over as Synaptics’ IS director, the com-

pany had invested little in IT infrastructure and tools.  

Essentially, it was a green field. In less than a year, he’s 

implemented new IT service-management tools, an inter-

nal social network and an organizational modeling system 

– all in the cloud. 

In the hyper-competitive and rapidly growing touch 

screen and track pad market, speed is critical. A single-

tenant, on-site IT service management system, for ex-

ample, could have taken Riley and his team six months 

or longer to get up and running; the SaaS version was 

operational in 60 days. 

Riley says the cloud will help him deal with network la-

tency issues; about half the company’s 650 employees sit 

in Taipei or Hong Kong and suffer slow response times ac-

cessing Synaptics servers in Silicon Valley. “We are push-

ing, little by little, more applications to the cloud,” Riley 

says. Next on his list is a virtual-machine or VPN cloud to 

attack latency issues, and storage as a service for corpo-

rate paperwork that now piles up in files. 

The cloud is also saving Riley money. His total IT spend-

ing (baseline plus projects) is now at 1.7% of revenue and 

his industry’s average, according to Gartner, is 2.4%. 

IHG: Proceeding with Caution
Many growing enterprises don’t have the relatively green IT 

field Riley had, and must pursue cloud options in bits and 

pieces. “You’re not just going to take our mainframe and 

put it in Amazon [Elastic Cloud Computing]. You don’t just 

port it all to the cloud,” says IHG’s Koehler. IHG still has 

its data center that houses legacy applications. Over the 

last five years, Koehler has been migrating some applica-

tions to the cloud and using IaaS to bring the company’s 

data closer to its customers and employees from Dallas to 

Dalian, China. “We’re not moving all of our legacy equip-

ment to the cloud overnight,” Koehler explains. “But as we 

rewrite those systems on new platforms, we make sure 

they’re built with the cloud in mind.” 

That’s the way smart CIOs implement cloud solutions to 

support growth, says Deloitte’s White. “First, you have to 

find the workloads that make sense. Then you have to cre-
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ate a business case,” he says. “Cloud is not a silver bullet.” 

As IHG has expanded, Koehler has inked deals with 

three IaaS providers to support application development 

and testing, Web content and call-center processes. He’s 

subscribed to SaaS products for sales, email and collabo-

ration. He’s selected PaaS options for CRM processes. 

Koehler has taken a multivendor approach as the mar-

ket evolves. “I don’t want to lock us in, because we don’t 

know where it’s going to end up yet,” he says. 

IHG is halfway from a “legacy, single data center, main-

frame system environment to an in-the-cloud solution,” 

says Koehler. And he’s convinced the company is headed 

in the right direction. “We’re replacing legacy systems that 

have been with us for decades. We’ve pushed ourselves 

to place a big bet on how we think the future will unfold.” 

Koehler’s future is still a ways off. But there are 

640,000 hotel rooms and counting waiting to be filled 

tonight and his job is to figure out how to help sales and 

marketing and HR and finance do that most successfully 

through IT. And the best way, Koehler believes, is not to 

run a data center or build software. “I let someone else 

deal with the power, pipe and pain of IT infrastructure. 

None of this happens overnight,” says Koehler. “It’s very, 

very hard. But once you get there, it’s great.” •
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Cloud Computing Resources

An IT Value Transformation Road Map 

from the IT Process Institute. Presents a 

virtualization- and private-cloud-centric 

model for IT value transformation. The 

road map outlines what is needed to 

transform IT from a cost center to a 

strategic value driver. 

Download >>

A reference guide on cloud computing. 

Provides an overview of cloud computing 

and its benefits and an in-depth look at 

preparing for the cloud. Also covers the 

private cloud and the public cloud and 

how to determine which is right for you.

Download >>

An overview of VMware’s evolutionary 

approach to cloud computing. Details 

how VMware technology can help you 

lower costs and enable more flexible, 

agile service delivery. 

Download >>

A VMware customer success story 

from the London Borough of  

Hillingdon. Explains how the local 

government was able to reduce costs 

and improve business continuity with 

virtualization and a private cloud. 

Download >>

A user report from TUI InfoTec,  

a German IT service provider.  

Outlines their approach to  

virtualization and their plans to  

offer external customers infrastructure 

for both private and public clouds. 

Download >>

Cloud Strategy 
Brief

Making the Cloud 
Achievable

VMware and 
Cloud  
Computing

Moving  
Government  
Services to  
the Cloud

Preparing  
for Cloud  
Computing

Tips and tools
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