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It all sounds so sImple on the mIcrosoft WIndoWs 
television commercials: “To the cloud...” says the mother, and soon she’s 
pasting smiling faces on the chaotic family portrait glaring at her from the 
desktop. But, of course, the mom isn’t worried about compliance issues; or 
data being mishandled or lost by a third-party provider; 
or passwords being stolen; or CEO, board and share-
holder wrath when problems arise.

Making decisions in the finance department about 
to what extent to use cloud technology, if it is used at 
all, is a far more complicated, and risky matter.

This special report from CFOworld, a new online 
publication from a publisher well versed in technology matters, seeks to take 
finance expertise and the experience of early adopters, and to blend it with the 
best that CIOs have to offer. Our goal has been to use a finance filter – rather 
than a tech filter – to help CFOs penetrate the mysteries of the cloud.

The effort is typical of what CFOworld aims to do with its launch: add 
value for corporate finance with critical information, in part by giving CFOs 
and IT people a common ground of understanding.

—  ROy HaRRIs 
Editorial Director 
CFOworld, a CXO Media Inc. Publication

The Cloud and the CFO
A real-world 
look at how 
the computing 
phenomenon 
plays in  
the finance 
department. I
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T
What CFOs Need to Know 

about the Phenomenon

By RoB GaRRetson

A Peek Inside  the Cloud
the 2007 success story Is part of 
cloud computing lore. The New york Times, 
in attempting to prepare a full online archive 
dating back to 1851, had faced a daunting 
and what seemed enormously expensive task: 
converting 11 million articles, already scanned 
into digital images of newspaper pages, into a 
format more conducive to web presentation. 

The hero was Times software developer 
Derik Gottfrid, who famously wrote a program 
that would glean the bits and pieces of each 
article from the 150-plus years of image data 
and assemble them into individual PDF files. 
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complex business applications like 
customer relationship manage-
ment and enterprise resource 
planning – thanks to companies 
like salesforce.com and Netsuite 
– that were once the exclusive 
domain of the Fortune 1000. yet 
despite the purported cost advan-
tages that are particularly attrac-
tive to CFOs, larger companies 
are moving business processes 
and data into the cloud at a more 
measured pace.

Larger public companies have 
more burdensome disclosure 
requirements, often making them 
more deliberate about changing 
their business processes, notes 
Eimas. and “with sarbanes-Oxley, 
companies are reticent to make 
anything but incremental changes.”

Only 8% of U.s. corporations 

constituted the next big thing 
in IT. Companies such as 
amazon, IBM, Microsoft and 
Google are investing billions 
of dollars in it. The other: 
the elimination of upfront 
costs – in this case for acquir-
ing hardware and software 
licenses, while reducing opera-
tional complexity and maintenance 
burdens. at its best, the usage-based 
utility model can boost business agil-
ity, allowing companies to quickly 
respond to changing business condi-
tions or new opportunities.

“There are two drivers” in adopt-
ing cloud computing, notes Chris 
Eimas, vice president, financial 
planning and analysis at Herndon, 
Va.-based software maker Deltek, 
and a former CFO at several 
private companies. “The case for 
cost reduction and agility are both 
very compelling.”

An Edge to the Little Guy
The cloud approach has been vital 
to start-ups and smaller compa-
nies that can now afford to deploy 

He used amazon Web services 
(aWs) and its Elastic Compute 
Cloud (EC2) utility, renting 100 
so-called virtual computers to 
manipulate the stored images in 
parallel and save the newly created 
PDF files back on amazon servers. 
The reported cost: $240. 

Using the “cloud” – the term 
now so easily tossed around, often 
by people who understand it poorly 
– he accomplished in about 24 
hours a job that would have taken 
weeks of planning, provisioning 
and processing, and thousands of 
dollars of dedicated hardware and 
software had the newspaper used 
internally owned and operated 
resources. Had it not been for the 
ease and low cost of the amazon 
cloud, Gottfrid has said, the Times 
might have abandoned the project.

The resourcefulness detailed in 
Gottfrid’s blog post remains among 
the clearest examples to date of the 
twin attractions of cloud computing. 
One was the flexible pay-as-you-
go delivery model for information 
technology that in recent years has 

“ The case for cost  
reduction and  
agility are both  
very compelling.”
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I’ve had a data center; that’s 25 
years now.”

The technology that turns 
corporate data centers into private 
clouds – an approach that has 
only become ubiquitous in recent 
years – is known as “virtualization” 
for its ability to abstract computer 
applications and operating software 
from the underlying hardware. 
It allows the near-instantaneous 
spawning of what techies call 
“virtual machines” or “instances” 
that can be deployed and turned off 
on demand. It enables the type of 
resource pooling and rapid elas-
ticity of services that has become 
known as cloud computing. and 
though large organizations still 
take a cautious approach to migrat-
ing their processes and data to the 
cloud, the momentum is building 
rapidly.

“There is absolutely no doubt 
cloud computing is here,” says 
Nationwide’s Miller. “We know 
for a fact that in an environment 
with 100,000 servers, the [per-unit] 
hardware cost is less than half of 

What’s Public and What’s Private
The key component of the “spirited 
debate by the public and private 
sectors” that defines cloud comput-
ing, according to NIsT, is distinc-
tion between so-called public 
clouds – infrastructure owned and 
operated by a third-party such as 
an amazon, Google or Microsoft – 
and private clouds. Private clouds 
have infrastructure deployed either 
internally or hosted by a third-party 
that is owned and operated by the 
organization itself, but pooled 
and made available as on-demand 
service to individual business units, 
departments or end users. 

“Technically, clouds existed 
anytime anybody had a data 
center,” contends William Miller, 
an associate vice president and 
controller at Nationwide Insur-
ance responsible for IT finance. “I 
have a data center. I restrict access, 
but technically all my applications 
and all my data lives in my data 
center, and is accessed remotely 
through some kind of connection. 
so I’ve had a private cloud since 

had implemented a cloud service 
at the end of 2010, according to 
research firm Gartner Group, 
which projects that percentage to 
soar to more than 50% by the end 
of next year. yet, according to its 
annual emerging technologies 
hype cycle report, cloud comput-
ing has just crested the “peak of 
inflated expectations” and is still 
two to five years way from main-
stream adoption.

That may be due to a lack of clar-
ity, not just among finance execu-
tives, but among IT professionals as 
well, about what constitutes cloud 
computing. [see “What’s Behind 
the Cloud: a Glossary.”] The most 
frequently cited definition, from the 
National Institute of standards and 
Technology (NIsT) IT laboratory, is 
now on its 15th version, offering five 
essential characteristics, three differ-
ent service models, and four distinct 
deployment models. It is nearly 700 
words long and carries a disclaimer 
that the “definitions, attributes, 
and characteristics will evolve and 
change over time.”
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swelled to 2,094 in 2010, up from 
only 432 in 1998.

“For too long, many govern-
ment IT projects cost hundreds 
of millions of dollars more than 
they should, took years longer than 
necessary to deploy, and delivered 
technologies that were obsolete 
by the time they were completed,” 
the federal CIO Vivek Kundra 
noted in a recent post on the 
White House blog.  

Last week the Treasury Depart-
ment said it is moving four existing 
web sites into the amazon Web 
services cloud, as well as a newly 
created site, reportedly becom-
ing the first cabinet-level agency 
to move to aWs. The federal 
government diving headlong into 
cloud computing may go a long 
way toward easing the concerns 
that keep financial executives up 
at night: business continuity, data 
security and compliance.

Under the Federal Risk 
and authorization Manage-
ment Program (fedramp) 
launched last year, the govern-

and piloting is expected to 
increase across all applica-
tion types explored in the 
survey.

and though the lion’s 
share of cloud deployment 
to date has been by smaller 
companies, taking advantage 
of the economies of scale 
to access enterprise-class 

software, large organizations of all 
kinds are jumping on the band-
wagon.

That includes the federal 
government, in a big way. 
Recently the Obama adminis-
tration announced a 25-point 
Implementation plan to reform 
federal It management, a key 
component of which is the shift to 
a “Cloud First” policy, giving each 
government agency three months 
to identify three IT services that 
it will move to the cloud; the first 
within 12 months and the remain-
ing two within the next 18 months. 
One notable five-year goal of the 
new federal plan is to eliminate 
800 federal data centers, which 

an environment with 1,000 serv-
ers. Most companies will never 
reach the scale of needing 100,000 
computers, so there’s definitely a 
compelling business case.”

Measuring the Momentum
Management consultancy McKin-
sey & Co. found evidence of the 
momentum behind the cloud in 
its most recent global business 
technology survey published in 
November. More than 80% of IT 
respondents said their companies 
are using or experimenting with 
cloud technology, while 63% said 
their companies are using cloud-
based applications in some aspect 
of day-to-day operations. Over the 
next 12 to 18 months deployment 

Small firms moved 
to the cloud first, 
but large ones now 
are jumping on the 
bandwagon.

6Both Sides Now   |   CFOworld looks at the wonders and worries of cloud computing for financial executives.

http://www.whitehouse.gov/blog/2010/12/10/saving-money-government-it
http://www.cio.gov/pages-nonnews.cfm/page/Federal-Risk-and-Authorization-Management-Program-FedRAMP
http://www.computerworld.com/s/article/110722/Virtual_Machines
http://www.computerworld.com/s/article/110722/Virtual_Machines
http://www.computerworld.com/s/article/110722/Virtual_Machines
http://www.mckinseyquarterly.com/Business_Technology/BT_Strategy/How_IT_is_managing_new_demands_McKinsey_Global_Survey_results_2702?pagenum=3#6
http://www.mckinseyquarterly.com/Business_Technology/BT_Strategy/How_IT_is_managing_new_demands_McKinsey_Global_Survey_results_2702?pagenum=3#6


Both Sides Now   |   CFOworld looks at the wonders and worries of cloud computing for financial executives 7

a data center; you already have a 
private cloud,” Miller adds. “so the 
question becomes, what portion of 
my portfolio makes sense in a third-
party (public) cloud, and what 
portion of my portfolio makes sense 
in a private cloud?”

The applications that enjoy the 
most beneficial economics in the 
cloud are those with predictable 
usage spikes. That includes, for 
example, the order entry system at a 
florist, which sees business balloon 
on Mother’s Day and Valentine’s 
Day each year.

“In that case, not maintaining 
capacity that goes underutilized for 
12 months out of the year so that I 
can have that one big day, there are 
tremendous and compelling ratio-
nal reasons [for] a cloud environ-
ment, so that I’m only renting what I 
need, when I need it and not paying 
for it the rest of the year,” Miller says. 
“absolutely, that’s compelling.” 

Rob Garretson is a business and 
finance writer based outside  
Washington, D.C.

no unnecessary latency accessing 
resources remotely.

“My experience is that once 
people get their hands around 
it, there’s a much higher level of 
comfort,” Deltek’s Eimas notes. 
“Everybody knows what can 
happen if data is compromised; it’s 
a public relations nightmare” – and 
often much more. “But these prob-
lems are largely preventable with a 
little bit of forethought.”

as far back as 2009 the Deloitte 
consultancy concluded that the 
scale of major cloud computing 
providers had grown sufficiently to 
ensure that their security measures 
would likely be stronger than what 
most companies could implement 
internally. “Generally, the level 
of computer security, data privacy 
practices and the expertise of major 
cloud service providers are likely to 
be greater than those provided by 
an in-house IT staff and systems,” 
according Deloitte’s report, 
moving to the cloud.

 “The reality is, if you’re a large 
enterprise, you likely already have 

ment is attempting to establish 
a common security baseline for 
cloud computing providers. The 
common baseline would ensure 
cloud technologies adhere to a 
standard set of security controls, 
allowing the government to 
“approve once, and use often” 
the service of an approved cloud 
provider.

A WikiLeaks Worry
Though he concurs with the 
government’s cloud computing 
initiative, Nationwide’s Miller 
remains cautious about data secu-
rity in what is still a relatively imma-
ture IT delivery model. “WikiLeaks 
makes everybody take a step back 
and say, ‘Wait a minute, let me 
think about this a little differently,’” 
he suggests.

Privacy, data control and data 
containment remain critical consid-
erations for financial executives 
working with IT leaders in migrating 
operations to the cloud, Miller says, 
as is performance of critical business 
applications to ensure that there’s 
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the offloadInG of It 
infrastructure to third-party cloud 
providers has become a popular way 
for finance to contain technology 
costs. But boosting the flexibility of 
business systems may be the most 
compelling benefit of the growing 
cloud computing movement. 

In its most recent global business tech-
nology survey, management consultancy 
McKinsey & Co. found cloud computing’s 
promise of that increased agility to be by 
far the greatest potential advantage recog-

CFOs expecting mainly lower costs in the data center sometimes get a nice surprise.

By RoBeRt L. MitcheLL and RoB GaRRetson

Agility Rules

T
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nized by corporate leaders. asked 
to identify the most significant ways 
they expected their companies to 
realize value from cloud comput-
ing, 70% of the non-IT respondents 
cited “increased business flexibility,” 
while 55% named “increased ability 
for IT to scale up (or shrink) to meet 
business needs,” and only 29% cited 
the “lower unit cost of IT.”

and many larger companies 
– even if they aren’t yet ready to 
outsource significant portions of 
their IT infrastructure to third-party 
service providers – are achieving 
much of the scalable, on-demand 
flexibility offered by third party 
cloud services from their own 
“private” clouds. These typically 
don’t deliver the economies of 
scale of public clouds – infra-
structure owned and operated by 
a third-party such as an amazon, 
Google or Microsoft. But private 
clouds provide many of the same 
benefits. These internally owned 
and operated IT systems – whether 
hosted in-house or by a third-party 
–  are similarly pooled and made 

available as on-demand service to 
individual business units, depart-
ments or end users, making them 
nearly as elastic as third-party cloud 
services. 

“The agility that’s purported 
as existing in the cloud can exist 
in any environment, if IT thinks 
through the process, and the busi-
ness thinks through the process 
appropriately,” insists William 
Miller, an associate vice president 
and controller at Nationwide Insur-
ance who handles IT finance.

Long-Term Payback
In the time it takes to get a cup of 
coffee, any one of the hundreds of 
engineers and developers at mobile 
computing chip-maker Qualcomm 
Inc. can provision himself a new 
server – one that’s fully configured 
with compute, storage, networking, 
middleware and other resources. 
“you can get something provisioned 
within 15 minutes,” says Matthew 
Clark, senior director of IT. 

Though Clark insists that the 
san Diego-based company’s self-

service infrastructure, dubbed 
“autoZone,” falls short of true 
cloud computing, it includes the 
primary hallmarks of a private 
cloud: a self-service portal with a 
menu of standardized services for 

Key Elements in a  
Private Cloud

Virtualization 

Highly standardized  
infrastructure 

Automated provisioning 

User self-service

Catalog of services 

Usage-based cost  
accounting and  
chargeback 

Dynamic resource  
scaling as application 
loads change

souRce: coMputeRwoRLd 
inteRviews with it executives. 
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users to choose from; a “virtual-
ized” infrastructure built using 
standardized suites of hardware and 
software; fully automated provision-
ing and de-provisioning, as the IT 
people call those processes; and the 
ability for IT to meter and allocate 
costs from the division level on 
down to the individual department, 
application or user.

James staten, an analyst at 
Forrester Research Inc., says Qual-

comm is on the leading edge. No 
matter how Clark defines cloud 
computing, he says, “Qualcomm 
is a lot further along than most 
companies are.” 

and Clark’s peers are certainly 
watching with great interest. Head-

ing into the new year, private 
clouds are rapidly becoming a 
priority for corporate IT. The core 
elements – on-premises virtualiza-
tion, standardized infrastructure 
and service offerings, and auto-
mated provisioning – can deliver 
cost efficiencies and reduce admin-
istrative overhead. But the biggest 
driver by far is time to market, exec-
utives say. “We look at the benefit 
as quicker time to onboard applica-

tions, not cost savings. 
It’s all about speed 
of deployment,” says 
Norm Fjeldheim, 
Qualcomm’s CIO. 

With all of the 
hype about the cloud, 
it’s important to 
keep in mind that, 
unlike some public 

cloud services promising instant 
gratification, private cloud is an 
“infrastructure play” designed to 
deliver a long-term payback. “It’s 
not something you drop in today 
and immediately see a 50% return 
on investment,” says Mitch Daniels, 

technical director for integrator 
ManTech International Corp. “The 
expectations-setting really needs 
to be addressed upfront, especially 
with management.”

Economies Based on Sharing
In addition to the core attributes 
of virtualization, standardiza-
tion and automation, there’s 
another important element in a 
private cloud architecture: “multi-
tenancy.” Cloud-based services 
must be shared across all of the 
organization’s departments and 
business units in order to pay off. 
“The economies only work when 
it’s shared,” says staten. and that 
means business users must be will-
ing to accept a limited set of stan-
dardized service offerings – and 
fewer customizations.

Private clouds aren’t necessar-
ily hosted on-premises, although 
they often are. sometimes, hosted 
private cloud services from third-
party providers manage dedicated 
cloud infrastructures for their 
customers at off-site locations, in 

“ It’s all about speed of 
deployment,” says 
Qualcomm CIO Norm 
Fjeldheim.

10Both Sides Now   |   CFOworld looks at the wonders and worries of cloud computing for financial executives.



Both Sides Now   |   CFOworld looks at the wonders and worries of cloud computing for financial executives 11

a formulation often called hybrid 
clouds. 

an advantage of such arrange-
ments is that the service providers 
can offer “cloud bursting” – the 
rapid addition of computing capac-
ity from the public, multi-tenant 
cloud to handle temporary periods 
of heavy loads. But IT executives 
remain cautious about such setups 
because they have concerns about 
security and control; they’re also 
leery of service-level agreements 
that seem better suited to small 
businesses.

“security is a big, big deal for us. 
and not just security, but [also] the 
perception of it,” says Fjeldheim. 

Wake Technical Community 
College in Raleigh, N.C., built 
a different kind of hybrid. The 
school is part of a consortium that 
developed a hosted private cloud 
that serves as a virtual computer lab 
(VCL) for students. The VMware-
based system, built on IBM Blade-
servers by the Microelectronics 
Center at North Carolina state 
University, automatically provi-

sions a virtual machine when a 
student logs in. Each image lasts for 
up to eight hours before it’s auto-
matically de-provisioned. 

The VCL system eliminated to 
the need to open a new 50-seat lab, 
saving $50,000. But CIO Darryl 
McGraw says the school did run 
into one issue with a private cloud 
hosted by a third party. The fall 
semester starts earlier at Wake 
Technical College than at North 
Carolina state, and just as classes 

started at the former, administrators 
for the VCL took down the servers 
for maintenance. “The concept 
of multiple tenants on the same 
hardware can be problematic,” 
McGraw says. 

He has also limited the cloud to 
student labs, as opposed to, say, the 
school’s ERP system. “The worst 
that can happen is that someone 
gets their homework hacked into,” 
he says. Overall, however, he 
considers the VCL to be a success, 
and he plans to push 137 physical 
computer labs into the VCL cloud 
over the next five years. 

Using commercially hosted 
private clouds also presents 
contractual challenges. The CIO 
at one Fortune 500 company, who 
is currently negotiating with a 
major cloud service provider, says 
it’s not always clear who’s respon-
sible when things don’t work – or 
how the problem will be resolved. 

Providers expect to be able to 
change terms and conditions in 
contracts at a moment’s notice, he 
complains. and he says that the 

Hot and Cold

Cloud computing  
was ranked as the  
No. 1 most overhyped 
technology but was also 
named the  
No. 2 technology  
with the most promise 
for 2011.

coMputeRwoRLd’s excLusive 
FoRecast suRvey oF 209 it 
pRoFessionaLs, June/JuLy 2010
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But he doesn’t think the charge-
back model will fly in many organi-
zations, and he contends that this is 
what will hold up broader adoption 
of internal clouds. “We’re confi-
dent that 95% of IT shops aren’t 
ready for that,” says staten. 

Fjeldheim sees “IT process 
standardization” as a key to success. 
“We have a very standardized way 
of doing things, good automa-
tion and process control,” he says, 
adding that the company recently 
earned the IsO 20000 IT service 
management and IsO 27000 IT 
security management systems certi-
fications. But that doesn’t necessari-
ly mean you have to create different 
processes or tool sets for managing 
cloud and managing traditional 
infrastructures. 

Nick Van der Zweep, 
director of business strat-
egy for industry standard 
servers and software at 
Hewlett-Packard. For 
example, HP offers just 
three configuration 
templates for hosting an 
Oracle RaC database in 
the cloud: small, midsize and large. 
To host an Exchange email system 
in the cloud, the administrator can 
choose only the number of users. 

straying from the path can lead 
down a slippery slope, since with-
out a finite, standardized services 
catalog, the benefits of the system 
are greatly reduced. “all these 
things I change turn off the ‘cloudi-
ness’ of it,” staten says.

The only way to succeed, he 
argues, is to make it more costly for 
users to go outside of the standard 
offerings. Users who follow the 
rules get a system in 15 minutes 
and a neatly packaged services-
based chargeback model. Those 
who need a custom configuration 
must wait longer – and pay more. 

service-level agreements he’s seen 
are totally inadequate. “They want 
to limit their liability so greatly that 
– why bother?” he asks, adding, “If 
I offered those types of sLas to the 
business, I’d be out of a job.” 

The CIO, who asked not to be 
named because he’s still in discus-
sions with the vendor, says that in 
many cases, such contracts simply 
aren’t designed for enterprise-class, 
mission-critical applications. The 
negotiations with vendors so far, he 
says, have been “burdensome.”

The Caveats
But the need for rigid standardiza-
tion of processes, services and infra-
structure that underlie the cloud 
may be the biggest nut to crack in 
the year ahead. Problems come 
when IT – or its customers – begin 
customizing the standardized cata-
log of services because they don’t 
like the predefined choices. 

“For a private cloud to work, 
the IT shop has to deliver highly 
repeatable, consistent services with 
minimal or no customization,” says 

Services must be 
standardized, or the 
“cloudi-ness” turns 
off, says Forrester’s 
James Staten.
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tions, such as testing and develop-
ment. Bank of New york Mellon, 
for example, plans to focus early 
cloud-automation efforts in the 
development and quality assurance 
areas. Wake Technical focused on 
student labs, where student home-
work is the only thing at risk. 

at Roswell Park Cancer Institute 
in Buffalo, N.y., the initial test will 
be to allow the IT staff to automati-
cally provision virtual machines 
for testing purposes, before moving 
on to the server team and applica-
tion developers, according to Tom 
Vaughan, director of IT infrastruc-
ture. “Instead of going through 
the paperwork of requesting that 
a server be built, they will be able 
do it themselves,” he says. and as 
the center rolls out virtual desktop 
technology to its Citrix clients next 
year, Vaughan says the back-end 
servers will move into the cloud. 
“I’d like to push out as many servic-
es to people as we can,” he adds. 

That’s the plan at Bank of New 
york Mellon as well. Fiore says 
the bank plans to aggressively 

the investment they’ll have to make 
upfront to take full advantage of a 
private cloud architecture. “you’ve 
got to do your homework on the 
application side.” 

John Fiore, CIO at Bank of New 
york Mellon, worries about vendor 
lock-in with the so-called cloud-in-a-
box offerings of some large vendors 
as he ponders choices for a pilot 
project. “There really aren’t any 
standards at this stage of the game. 
If you go down a certain path, that’s 
yet another new architecture you’re 
accepting – and what might be the 
life span of it?” He says he likes the 
idea of cloud-in-a-box offerings that 
bundle all the necessary hardware 
and software into one neat, tidy 
package but adds, “We’d prefer not 
to have a tight coupling between 
the two. Until they evolve to a point 
where a loose coupling is achiev-
able, there are definitely some busi-
ness risks here.”

Starting Slowly
Most private cloud pilots focus on 
relatively safe, internal IT func-

To Daniels at integrator 
ManTech, the key is to identify 
services that can be reused across 
the organization – and stick with 
them. The problem, he says, is that 
each user organization wants things 
done slightly differently. 

“you get into this ugly business-
process re-engineering that has to 
go on. you say you have to do it this 
way, and then you have a rift with 
the user community,” he explains. 
Those who have gone down this 
route with service-oriented archi-
tectures will have a leg up with 
internal clouds, he contends. 
Others, he says, may not appreciate 

Technology most 
important to your 
organization in the  
next 12 months:

1. Virtualization

2. Cloud computing

souRce: coMputeRwoRLd’s 
excLusive FoRecast suRvey oF  
209 it pRoFessionaLs, June/JuLy 2010

13Both Sides Now   |   CFOworld looks at the wonders and worries of cloud computing for financial executives.



Both Sides Now   |   CFOworld looks at the wonders and worries of cloud computing for financial executives 14

direction. “Our portfolio of applica-
tions is gradually moving toward 
the commodity [servers]. as that 
happens, the appropriateness of 
cloud rises,” says Pete Johnson, 
chief technology officer at Bank 
of New york Mellon. McGraw 
says the initial costs of setting up a 
private cloud at the college were 
high, but in the long term, “it’s 
worth it.” Vaughan is also bullish 
on the long-term role of a private 
cloud architecture. some functions 
may never fit into a cloud archi-
tecture, but eventually, he says, “I 
think it will pretty much take over 
the data center.” 

Robert L. Mitchell is a national 
correspondent for Computerworld. 
Rob Garretson is a business and 
finance writer based outside Wash-
ington, D.C.

editor’s note: this story is based on an 

article originally written for computerworld 

by Mitchell. the finance perspective was 

enhanced by Garretson. 

ultimately has the 
potential to take 
over large tracts of 
the data center, 
especially for 
applications with 
variable workload 
demands, such 
as in the areas of 
high-performance 
computing, and 
collaborative or 
Internet-based 
applications. Less 
suitable are work-

loads that are very stable, where the 
equipment is fully depreciated and 
where there are no requirements to 
upgrade in the near future. 

Qualcomm is unlikely to migrate 
its ERP system to the cloud, 
because its resource needs are high-
ly predictable. The benefit of the 
cloud lies in its ability to scale in an 
automated fashion, Clark says, “but 
with ERP, we know when we have 
to scale and we can scale it.” 

Nonetheless, more and more 
workloads are evolving in that 

explore hosting an internal cloud 
but will start in the development 
and testing area, where “a lot 
of firms are cutting their teeth.” 
Like Fjeldheim, he says the goal 
is faster deployments. “Time to 
market is the thing our customers 
are demanding. Things like TaRP 
require us to act quickly and with 
great agility,” says Fiore. 

Broader cloud deployments 
beyond testing and development 
are still at least three years off, 
staten says. But a private cloud 

Private clouds  
could take over  
large tracts of data 
centers, especially  
for applications with 
variable workload  
demands.
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a key underpInnInG of cloud 
computing is the technology known as 
virtualization, done through a layer of soft-
ware that isolates computer applications 
and operating software from the underlying 
hardware. The virtualization process allows 
various computing resources – storage, 
processing, memory, network bandwidth 
and the like, across a network of computers 
– to be dynamically reallocated to individ-
ual, software-defined machines, applica-
tions, or even end-user desktops.

The technology has been in use since 
the 1960s, in the basic operating soft-
ware of multi-million-dollar mainframe 

A
The Scar y   Side of 
                           VirtualizationWhen CFOs turn 

to IT for reassurance 

about things like cloud 

security, here are some 

questions to ask.

By RoBeRt L. MitcheLL 
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possible, along with the 
private clouds that larger 
companies have started 
to create.

yet the movement to 
virtual environments – 
where specific comput-
ers are no longer physi-
cal devices that can be 
secured by lock and key 
– has executives, and 
particularly IT profession-

als, nervous. When TheInfoPro 
surveyed 214 IT security profes-
sionals in November, it found that 
one-third were “very or extremely” 
concerned about security in a virtu-
alized environment.

at the Computerworld Premier 
100 IT Leaders conference in 
last March, one CIO stood up to 
express his unease about the secu-
rity of a virtual infrastructure that 
has subsumed more than half of his 
company’s production servers. Two 
other IT executives chimed in with 
their own nagging worries. 

None of the executives in that 
room wanted to admit on the 

computers. But in recent years 
it has been widely deployed, 
thanks to popular software such as 
VMware – letting IT departments 
allocate resources flexibly across 
the networks of inexpensive PC 
servers that have proliferated in 
corporate data centers. Its use 
accelerated during the recent 
economic downturn, as compa-
nies sought to trim IT budgets by 
consolidating those often massive 
server farms. and this ability to 
rapidly provision and deploy what 
techies call “virtual machines,” 
or “instances” of a particular 
software application, make 
public cloud computing services 

souRce: theinFopRo 
suRvey oF 214 

it secuRity pRoFessionaLs, 
noveMBeR 2010

“ One of my biggest 
fears is the ability  
to steal” virtual 
servers: Rent-a-
Center Inc.’s Jai 
Chanani.

Getting Worried
How concerned is your 

organization with the issue 
of security in a virtualized 

environment?

Very or  
extremely

32.7%
Somewhat

36%

Minimally

23.7%Not at all

7.6%
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address such risks by following best 
practices such as creating an isolat-
ed network segment for managing 
the resources, and creating role-
based access controls. 

The migration onto virtual servers 
has saved businesses huge sums of 
money as a result of consolidation 
and improved efficiency, but as 
virtualization gobbles up more and 
more production servers, some IT 
executives are getting indigestion. 
Has anything been overlooked? 
Could a catastrophic breach bring 
down critical applications -- or 
perhaps an entire data center? 

“Customers wake up one day, 
realize that 50% of their business-
critical apps reside on virtual 
infrastructure and say, ‘Gee, is that 
secure?’ That’s very common,” 
says Kris Lovejoy, vice president of 
strategy at IBM security solutions, 
a security consultancy. 

“There are some huge, well-
known corporate names around 
the globe that you’d think would 
have this stuff pretty much beat. 
That couldn’t be further from 

rogue administrator moving virtual 
servers from a secure network 
segment onto physical hosts in an 
unsecured segment, or creating 
new, undocumented, unlicensed 
and unpatched virtual servers. 
“The last thing I want is 25 servers 
out there that I don’t know exist,” 
he says. 

Potentially Devastating
John Kindervag, an analyst at 
Forrester Research Inc., says he’s 
heard stories from clients who have 
had VMware’s vCenter manage-
ment console compromised, 
enabling the attacker to copy a 
virtual machine that can then be 
run to access data. “When you 
steal a VM, it’s like you broke into 
the data center and stole a piece of 
hardware. It’s potentially devastat-
ing,” he says. 

“We worked for many years with 
customers on best practices that 
make this a complete nonissue,” 
says Venu aravamudan, senior 
director of product marketing at 
VMware Inc. He says most users 

record that they feel vulnerable, 
but Jai Chanani, senior director of 
technical services and architecture 
at Rent-a-Center Inc., feels their 
pain. “One of my biggest fears is 
the ability to steal [virtual servers],” 
he says.

Chanani’s team has about 200 
virtual servers operating as file, 
print and, in some cases, appli-
cation servers. But, for security 
reasons, his shop doesn’t use virtu-
alization for the company’s ERP 
system, databases or e-mail. 

Michael Israel, CIO at amuse-
ment park operator six Flags Inc., 
voices a different concern. For him, 
the most unnerving scenario is a 

Firms see half 
their critical 
apps on virtual 
infrastructure 
and say, ‘Gee, is 
that secure?’
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until after the system is already 
built and online. 

It all comes down to policy, 
contends KC Condit, senior director 
of information security at Rent-a-
Center. “If you don’t have a strong 
security policy in place, a virtual 
infrastructure is going to show up 
those weaknesses much more quick-
ly because things happen more 
rapidly,” he says, referring to how 
quickly virtual servers can be created 
and then moved around between 
physical host servers. 

“a certain healthy level of para-
noia is always a good thing,” he 
adds. 

Robert L. Mitchell is a national 
correspondent for Computerworld. 
Additional reporting on the finance 
perspective was provided by Rob 
Garretson.

editor’s note: this article was adapted by 

cFoworld from a computerworld cover 

story.

practices to secure our virtual 
environment (for example, no use 
of default passwords in creating 
virtual machines)?

Have we realigned responsibili-8

ties and the approval process within 
IT to address potential security gaps 
in our virtual environment?

are we using adequate network 8

storage access controls and file 
integrity monitoring to secure our 
virtualized data?

are our core network architec-8

tures setup to accommodate virtu-
alization, and do all our firewalls, 
intrusion-detection and -preven-
tion systems, and other monitoring 
tools have visibility into the virtual-
ized systems?

Have all our reporting and 8

compliance policies been strictly 
implemented in the virtual envi-
ronment?

The best way to create a secure 
virtual infrastructure is to get secu-
rity experts involved early. Gartner 
estimates that as many as 40% of 
IT shops don’t seek IT security’s 
input on a virtual deployment 

the truth,” says andrew Mulé, a 
senior security consultant in EMC 
Corp.’s Rsa unit. 

The problem isn’t that a virtual 
infrastructure is difficult to secure 
per se, but that many companies 
still haven’t adapted their best prac-
tices (if they have them) to the new 
environment. In fact, concerns 
persist despite the fact that there 
have been no known attacks against 
virtual infrastructures, says Eric 
Baize, Rsa’s senior director for 
secure infrastructure. 

“People are wringing their 
hands over theoretical scenarios 
rather than ones that have been 
documented to be a problem,” 
agrees Bill Trussell, manag-
ing director of security research 
at TheInfoPro, an IT market 
research firm in New york.  

5 Things the CFO Should Ask
among the key questions  
CFOs should ask their CIOs  
about the security of their virtual 
environments are:

are we using industry best 8
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Cloud Computing
a method of delivering 
computing resources 
– including storage, 
servers, processing, 
memory, network band-
width, applications and 
services – typically over 

the public Internet, 
using a shared infra-
structure. In one of 
its greatest contribu-

tions to cost-efficiency, a “utility pric-
ing” model lets customers pay only for 
what they use. 

Virtualization
The creation of a software 
layer between existing 
computer hardware and 
Windows or other host oper-
ating systems. By fooling the 
operating system into think-
ing it’s talking to the hard-

ware, this buffer layer of software allows 
multiple “virtual machines,” each 
hosting their own operating system 
and application, to run side-by-side 
on the same physical hardware. Effi-

What’s Behind 
the Cloud: 
A Glossary
as CFOs seek to understand cloud 
computing, IT jargon complicates 
the effort. This brief 10-item  
glossary is designed to interpret and 
clarify some of the most common 
and useful cloud-related terms with 
the finance executive in mind. 
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Hybrid Clouds
Their infrastruc-
ture is composed 

of two or more 
clouds – whether 
private, public or  
community – that 

remain unique 
entities, but are bound 

together by standardized or propri-
etary technology that lets the data 
be portable, allowing such things 
as “cloud bursting,” for example, to 
help balance loads between clouds.

The IaaS Model  
(Infrastructure  

as a Service)
Provides processing, stor-

age, networks, and other 
fundamental computing 

resources, with the customer 
deploying and running the soft-
ware. The customer does not 
manage or control the cloud 
infrastructure, but controls the 
operating systems, storage and 

Public Clouds
The model in which 
the cloud infrastruc-
ture delivers a set 
of shared “multi-
tenant” services, 

often to a variety of businesses, 
individuals, or industry groups. 

Community 
Clouds
Here, the infra-
structure is shared 
by several orga-
nizations, and 
supports a specific 

community that 
has common concerns, 

such as mission, security require-
ments, or policy or compliance 
considerations. The organiza-
tion may manage it, or it may be 
managed by a third party. 

ciency also results from 
the software acting as a 
traffic cop, intercepting 
requests from each virtual machine 
and redirecting them to the appro-
priate resources, such as storage, 
network bandwidth or compute 
cycles. 

Private Clouds
Describes a model 
in which the cloud 
infrastructure is oper-

ated solely for one 
organization. It may 
be managed by the 
organization, or by a 

third party, and may 
exist on or off the prem-

ises. The infrastructure supporting 
those services is completely dedi-
cated to one customer.
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MSPs  
(Managed Service Providers)
One of the oldest forms of cloud 
computing, service through MsPs 
basically involves applications – 
such as virus scanning services 
for e-mail – that are exposed to IT 
rather than to end-users. Desktop 
management services are often 
MsPs, as are security services from 
secureWorks, IBM and Verizon, 
and anti-spam services such as 
Google’s Postini. 

 ©   cxoMedia inc. 

The SaaS  
Cloud Model 
(Software as a 
Service)

The capability 
provided to the custom-

er lets it use the provider’s appli-
cations, but running on a cloud 
infrastructure, and accessible from 
various customer devices, usually 
through a web browser or web-
based email. The customer does 
not manage or control the underly-
ing cloud infrastructure – includ-
ing network, servers, operating 
systems and storage – except possi-
bly for some limited applications. 
For customers it means no upfront 
investment in servers or software 
licensing, while provider costs are 
lower, compared to conventional 
hosting, because there is just one 
application to maintain. salesforce.
com, Netsuite and Google apps 
are examples.

applications, and may control 
such networking components as 
firewalls. amazon Web services 
EC2 is an example.

The PaaS  
Model  
(Platform as  
a Service)
allows the 
customer to 
deploy custom-
er-created or 

acquired applica-
tions within the cloud 

infrastructure, using programming 
languages and tools supported by 
the provider. Customers do not 
manage or control the underlying 
infrastructure, however. Microsoft’s 
Windows azure is an example.
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